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    Ithibati
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Ithibati provides passkey authentication, recovery codes and revocable sessions for Elixir
applications. Start with Getting started to add them to a Phoenix
application with open registration.
How the pieces fit
Your application owns the account schema, its table and the rules for creating an account.
Ithibati.Schema.User adds the identifier and credential associations that Ithibati needs.
Roles, teams and permissions remain application concerns.
The identity core verifies WebAuthn credentials through wax_, manages passkeys and recovery
codes, and stores sessions. Verification returns an account. Issuing a session or another
credential is a separate decision made by the caller.
The optional web layer adds Phoenix endpoints, a handler behaviour, a session gate and a
LiveView browser hook. Phoenix, LiveView and Plug are taken together. The core also works
without that layer; direct ceremonies show the calls.
Account creation uses Ecto.Multi: the application inserts its account and any related rows,
then Ithibati appends the first passkey and recovery codes. Everything commits together.
Invitations follow the same arrangement: your table records what the invitation grants, and
Ithibati supplies the token and acceptance step.
Design decisions
	The application owns its account and invitation tables. Ithibati supplies schema macros,
changeset functions and checks for the columns it uses. Your application can add its own fields.
	Verification and credential issuance are separate. The same verified account can lead to
a browser session, an application-owned API token or another application step.
	The relying party is supplied per call. The core receives rp_id and origin explicitly.
The web layer derives defaults from your endpoint and offers a callback for other trusted
clients. These values never come from Ithibati or wax_ configuration.
	PostgreSQL, SQLite and MySQL are supported. Migrations verify existing columns and uniqueness
constraints before adding references to application-owned tables. SQLite and MySQL require the
database settings and transaction handling described in the guide.

Choose a guide
	Task	Guide
	Build a working Phoenix sign-in	Getting started
	Change identifiers, indexes or configuration	Configuration and schemas
	Understand database transactions, storage and migration failures	Database behavior
	Wire callbacks, routes, sessions and browser events	Registering and signing in
	Add, rename or revoke a passkey	Passkeys
	Issue, redeem and display recovery codes	Recovery codes
	Restrict registration to invitations	Invitations and the first account
	Diagnose an installation	Setup checks
	Check integration code automatically	Credo checks

The repository includes complete open-registration,
invitation-only,
and email-registration
applications. The email example uses one email field and a local mailbox preview. CI runs their
suites, including browser tests.


  

    Getting started

Build a Phoenix application where someone registers a username and passkey, saves recovery
codes, opens a protected page and signs out. This guide uses open registration. Add
invitation-only registration once this flow works.
You need Elixir 1.18 or newer, PostgreSQL, Phoenix 1.8 and LiveView 1.1. The examples below use
the layouts, components and asset configuration generated by Phoenix 1.8. For SQLite, generate
the project with --database sqlite3; for MySQL, use --database mysql. Apply the corresponding
database settings before migrating.
$ mix phx.new my_app
$ cd my_app
$ mix ecto.create

Keep the files generated by Phoenix unless a step explicitly replaces them. For a complete
application to compare against, see the
open-registration example.
1. Add the dependency
Add Ithibati to the existing dependency list in mix.exs:
{:ithibati, "~> 0.1"}
Then fetch it:
$ mix deps.get

2. Configure it
Add this to config/config.exs, above its final import_config line:
config :ithibati,
  repo: MyApp.Repo,
  user_schema: MyApp.Accounts.User,
  users_key_type: :id
:id matches the account table this guide creates. If your application uses UUID primary keys,
see Configuration and schemas.
users_key_type and table_prefix are compile-time settings and belong in config/config.exs.
3. The account schema
Create lib/my_app/accounts/user.ex:
defmodule MyApp.Accounts.User do
  use Ecto.Schema

  alias Ithibati.Schema.Identifier
  alias Ithibati.Schema.User

  use User, identifier: :username, format: Identifier.username_format()

  import Ecto.Changeset

  schema "users" do
    ithibati_account()

    field :name, :string
    timestamps(type: :utc_datetime_usec)
  end

  def changeset(user, attrs) do
    user
    |> identifier_changeset(attrs)
    |> cast(attrs, [:name])
  end
end
ithibati_account() declares username and the passkey, recovery-code and session associations.
The changeset trims and lowercases the username, requires it, and checks its format. The built-in
username format accepts ASCII letters, digits and underscores, up to thirty characters.
The name field belongs to this example application. Other identifier fields, custom formats
and display names are covered in Configuration and schemas.
4. The migration
Generate two migrations, in this order:
$ mix ecto.gen.migration create_users
$ mix ecto.gen.migration add_ithibati

In the generated *_create_users.exs file under priv/repo/migrations/, create your account table:
defmodule MyApp.Repo.Migrations.CreateUsers do
  use Ecto.Migration

  def change do
    create table(:users) do
      add :username, :string, null: false
      add :name, :string

      timestamps(type: :utc_datetime_usec)
    end
  end
end
In *_add_ithibati.exs, create Ithibati's tables and the unique index on users.username:
defmodule MyApp.Repo.Migrations.AddIthibati do
  use Ecto.Migration

  def up, do: Ithibati.Migration.up(version: 4)
  def down, do: Ithibati.Migration.down(version: 4)
end
Keep version: 4 pinned. The account table must exist before this migration runs.
Ithibati checks its identifier and primary-key columns before creating its own tables.
$ mix ecto.migrate

You now have the account table, the identifier's unique index, and Ithibati's passkey,
recovery-code, session and bootstrap tables. See Migration behaviour
for ownership, deletion and upgrade details.
5. The handler
Create lib/my_app_web/auth.ex. This handler approves registration, creates the account and its
credentials in one transaction, and signs in verified accounts:
defmodule MyAppWeb.Auth do
  @behaviour Ithibati.Web.Handler

  import Phoenix.Controller, only: [json: 2]
  import Plug.Conn, only: [put_session: 3]

  alias Ecto.Multi
  alias Ithibati.Identity.Grant
  alias Ithibati.Web.Gate
  alias MyApp.Accounts.User
  alias MyApp.Repo

  @impl true
  def registration_subject(_conn, %{"username" => username}) do
    %User{}
    |> User.changeset(%{"username" => username})
    |> Ecto.Changeset.apply_action(:insert)
    |> case do
      {:ok, account} -> {:ok, account.username}
      {:error, _changeset} -> {:error, :invalid_username}
    end
  end

  def registration_subject(_conn, _params), do: {:error, :username_required}

  @impl true
  def register(conn, key_attrs, username, _params) do
    Multi.new()
    |> Multi.insert(:account, User.changeset(%User{}, %{"username" => username}))
    |> Grant.with_key_and_codes(key_attrs)
    |> Repo.transaction()
    |> case do
      {:ok, %{account: account, recovery_codes: codes}} ->
        {:ok,
         conn
         |> Gate.log_in(account)
         |> put_session(:recovery_codes, codes)
         |> json(%{redirect: "/recovery-codes"})}

      {:error, :account, %Ecto.Changeset{} = changeset, _changes} ->
        if Ithibati.Schema.User.identifier_taken?(changeset),
          do: {:error, :username_taken},
          else: {:error, :invalid_username}

      {:error, _step, reason, _changes} ->
        {:error, reason}
    end
  end

  @impl true
  def authenticate(conn, account),
    do: {:ok, conn |> Gate.log_in(account) |> json(%{redirect: "/inside"})}

  @impl true
  def recovered(conn, account, nil), do: authenticate(conn, account)

  def recovered(conn, account, fresh) do
    {:ok,
     conn
     |> Gate.log_in(account)
     |> put_session(:recovery_codes, fresh)
     |> json(%{redirect: "/recovery-codes"})}
  end
end
registration_subject/2 validates the identifier before the browser opens its passkey dialog.
register/4 receives that approved identifier as its third argument. Use it when creating the
account; request parameters are sent again and may have changed.
Grant.with_key_and_codes/3 expects an account step named :account and adds :passkey and
:recovery_codes. Application steps that can refuse should go before the grant. Avoid logging
whole transaction results: they can contain plaintext recovery codes.
recovered/3 receives a fresh batch only when the last unused recovery code was spent. This
handler sends it to the same page used after registration. After Gate.log_in/2, finish with a
full page load so the browser receives the renewed session and CSRF token. The hook follows
the JSON redirect value for you.
6. Showing the recovery codes
Create lib/my_app_web/controllers/session_controller.ex:
defmodule MyAppWeb.SessionController do
  use MyAppWeb, :controller

  alias Ithibati.Web.Gate

  def recovery_codes(conn, _params) do
    case get_session(conn, :recovery_codes) do
      nil -> redirect(conn, to: "/inside")
      codes -> conn |> delete_session(:recovery_codes) |> render(:recovery_codes, codes: codes)
    end
  end

  def sign_out(conn, _params), do: conn |> Gate.log_out() |> redirect(to: "/")
end
The controller removes the temporary session entry when it renders the codes. The database
stores only their digests, so the application cannot retrieve the batch later. This is an HTTP
controller because it must update the session cookie.
Create its HTML module at lib/my_app_web/controllers/session_html.ex:
defmodule MyAppWeb.SessionHTML do
  use MyAppWeb, :html

  embed_templates "session_html/*"
end
Create lib/my_app_web/controllers/session_html/recovery_codes.html.heex:
<Layouts.app flash={%{}}>
  <.header>
    Your recovery codes
    <:subtitle>
      Twelve, each good for one sign-in, and this is the only time they are shown.
    </:subtitle>
  </.header>

  <div class="alert alert-warning mt-6">
    <span>Save these codes somewhere safe. Use one if you lose access to your passkeys.</span>
  </div>

  <ul class="mt-6 grid grid-cols-2 gap-2 font-mono text-sm">
    <li :for={code <- @codes} class="rounded bg-base-200 px-3 py-2">{code}</li>
  </ul>

  <p class="mt-6"><.link href={~p"/inside"} class="link">Done</.link></p>
</Layouts.app>
The default batch contains twelve codes, each good for one sign-in. Recovery codes
explains regeneration and automatic refill.
7. The routes
In lib/my_app_web/router.ex, import Ithibati.Web.Router, add the gate to the existing browser
pipeline, and add the ceremony pipeline and routes below.
Replace the generated get "/", PageController, :home route with the public LiveView route.
Keep any other generated scopes, including the dev_routes block; they are omitted here.
defmodule MyAppWeb.Router do
  use MyAppWeb, :router

  import Ithibati.Web.Router

  pipeline :browser do
    plug :accepts, ["html"]
    plug :fetch_session
    plug :fetch_live_flash
    plug :put_root_layout, html: {MyAppWeb.Layouts, :root}
    plug :protect_from_forgery
    plug :put_secure_browser_headers
    plug Ithibati.Web.Gate, :current_account
  end

  pipeline :ceremony do
    plug :accepts, ["json"]
    plug :fetch_session
    plug :protect_from_forgery
  end

  scope "/auth" do
    pipe_through :ceremony
    ithibati_routes handler: MyAppWeb.Auth, rp_name: "MyApp"
  end

  scope "/", MyAppWeb do
    pipe_through :browser

    live_session :public, on_mount: [{Ithibati.Web.Gate, :current_account}] do
      live "/", SignInLive
    end

    live_session :members, on_mount: [{Ithibati.Web.Gate, {:require_account, to: "/"}}] do
      live "/inside", InsideLive
    end

    get "/recovery-codes", SessionController, :recovery_codes
    delete "/session", SessionController, :sign_out
  end
end
The ceremony pipeline accepts JSON, fetches the session that holds the challenge, and checks
CSRF protection. Reusing the HTML-only browser pipeline would reject the hook's requests.
Gate assigns @current_account in both HTTP requests and LiveView mounts. The members session
requires an account and redirects visitors to / when none is present.
8. The browser
In assets/js/app.js, import Ithibati's hooks and merge them into the existing LiveSocket
configuration. Preserve the other generated options and hooks:
import {hooks as ithibatiHooks} from "ithibati"

let liveSocket = new LiveSocket("/live", Socket, {
  params: {_csrf_token: csrfToken},
  hooks: {...colocatedHooks, ...ithibatiHooks},
})
The package import works with the Hex dependency and Phoenix 1.8's generated esbuild setup.
For a local path dependency or the colocated manifest, see
Browser imports.
9. The page people register and sign in on
Create lib/my_app_web/live/sign_in_live.ex and its parent directory. The registration form
collects a username. Sign-in needs only a button: the browser lets the person choose a passkey.
The recovery form sends a code to the recovery endpoint.
defmodule MyAppWeb.SignInLive do
  use MyAppWeb, :live_view

  @impl true
  def mount(_params, _session, socket), do: {:ok, assign(socket, username: "", error: nil)}

  @impl true
  def handle_event("validate", %{"username" => username}, socket),
    do: {:noreply, assign(socket, username: username, error: nil)}

  def handle_event("register", %{"username" => username}, socket),
    do:
      {:noreply,
       socket |> assign(error: nil) |> push_event("ithibati:register", %{username: username})}

  def handle_event("sign-in", _params, socket),
    do: {:noreply, socket |> assign(error: nil) |> push_event("ithibati:authenticate", %{})}

  def handle_event("recover", %{"code" => code}, socket),
    do: {:noreply, socket |> assign(error: nil) |> push_event("ithibati:recover", %{code: code})}

  # A successful ceremony ends in the redirect the handler answered with, so only failures arrive
  # back here.
  def handle_event("ithibati:failed", %{"error" => error} = payload, socket),
    do: {:noreply, assign(socket, error: message(error, payload["exception"]))}

  def handle_event("ithibati:done", _payload, socket), do: {:noreply, socket}

  defp message("ceremony_failed", name) when is_binary(name), do: "Your browser refused: #{name}."
  defp message(error, _name), do: message(error)

  defp message("username_taken"), do: "That username is taken."
  defp message("invalid_username"),
    do: "A username is letters, digits and underscores, up to thirty characters."
  defp message("username_required"), do: "Pick a username to register."
  defp message("no_credentials"), do: "No passkey is registered here yet."
  defp message("invalid_code"), do: "That recovery code is not one we can use."
  defp message("ceremony_cancelled"), do: "The passkey prompt was dismissed."
  defp message("already_enrolled"), do: "That device already holds a passkey for this site."
  defp message("no_challenge"), do: "That took too long. Start again."
  defp message("malformed_credential"), do: "Your browser sent something this site cannot read."
  defp message("not_discoverable"), do: "That device will not store a passkey this site can find."
  defp message("unknown_credential"), do: "That passkey is not one this site knows."
  defp message("no_attested_credential"), do: "Your browser sent no passkey to store."
  defp message("credential_id_too_long"), do: "That passkey is bigger than this site can store."
  defp message("verification_failed"), do: "That did not check out. Start again."
  defp message("ceremony_failed"), do: "Your browser stopped partway through."
  defp message("recovery_failed"), do: "Recovery did not finish. Please try again."
  defp message("unknown"), do: "That request failed without saying why."
  defp message(other), do: "Something went wrong: #{other}"

  @impl true
  def render(assigns) do
    ~H"""
    <Layouts.app flash={@flash}>
      <div :if={@error} class="alert alert-error"><span>{@error}</span></div>

      <form phx-change="validate" phx-submit="register">
        <.input name="username" value={@username} label="Username" required placeholder="ada_lovelace" />
        <.button variant="primary">Register</.button>
      </form>

      <.button phx-click="sign-in" class="btn mt-4">Sign in with a passkey</.button>

      <form phx-submit="recover" class="mt-8">
        <.input name="code" value="" label="Lost your passkey? Use a recovery code" required />
        <.button class="btn">Sign in with a code</.button>
      </form>

      <div
        id="passkey"
        phx-hook="Ithibati.Web.Hooks.PasskeyCeremony"
        data-registration-challenge-url={~p"/auth/registration/challenge"}
        data-registration-url={~p"/auth/registration"}
        data-authentication-challenge-url={~p"/auth/authentication/challenge"}
        data-authentication-url={~p"/auth/authentication"}
        data-recovery-url={~p"/auth/recovery"}
      >
      </div>
    </Layouts.app>
    """
  end
end
The hook reads its endpoint URLs from the empty div. push_event/3 starts the exchange;
ithibati:failed returns an error code for your page to explain. The validate event in this
example only retains the username; the handler performs validation before issuing a challenge.
Create the protected page at lib/my_app_web/live/inside_live.ex:
defmodule MyAppWeb.InsideLive do
  use MyAppWeb, :live_view

  @impl true
  def render(assigns) do
    ~H"""
    <Layouts.app flash={@flash}>
      <p>
        Signed in as <strong>{@current_account.username}</strong>
        — <.link href={~p"/session"} method="delete" class="link">sign out</.link>.
      </p>
    </Layouts.app>
    """
  end
end
10. Check it, then run it
$ mix ithibati.doctor
$ mix phx.server

Open http://localhost:4000 and try the complete flow:
	Register a username and passkey.
	Save the recovery codes and follow Done to /inside.
	Sign out, then open /inside directly. It should redirect to /.
	Sign in with the passkey. You should return to /inside.
	Sign out and sign in with one recovery code.
	Sign out and try that same code again. It should be refused.

The doctor checks setup; this browser pass checks the pages, assets and redirects as well.
See Setup checks if configuration or migrations fail.
Before deploying, set the endpoint's public URL as described in
The relying party, and add application-level rate limiting
to sign-in and recovery requests.
Where to go next
	Configuration and schemas: identifiers, indexes, table names and migration upgrades.
	Registering and signing in: callbacks, browser events, sessions and direct ceremonies.
	Passkeys: enrol and manage additional credentials.
	Recovery codes: issue, redeem and replace codes.
	Invitations and the first account: restrict who can register.



  

    Configuration and schemas

Getting started uses a username, integer account IDs and Ithibati's default
table names. This page covers the options for adapting that setup to an existing application.
Configuration
Set these keys under config :ithibati:
	Key	Default	Purpose
	repo	Required	The Ecto repo Ithibati reads and writes through
	user_schema	Required	The account schema using Ithibati.Schema.User
	users_key_type	:binary_id	Type used for foreign keys to the account table
	table_prefix	"ithibati"	Prefix of Ithibati's table names
	session_validity	{60, :day}	Maximum age of a session
	initial_claim	:open	:operator_code requires an operator-issued code for the first claim
	invitation_schema	Unset	Application-owned invitation schema, when invitations are enabled
	invitation_mail	[] (disabled)	Opt-in content and delivery callbacks for existing invitation links

For example, in config/config.exs:
config :ithibati,
  repo: MyApp.Repo,
  user_schema: MyApp.Accounts.User,
  users_key_type: :id,
  session_validity: {30, :day}
Keep the generated import_config line last. users_key_type and table_prefix are compiled
into the schemas; they cannot be supplied only in config/runtime.exs. Changing either
requires recompilation and a database layout that matches the new value.
Session validity accepts a positive integer and one of :second, :minute, :hour, :day
or :week. It measures age from session creation, rather than extending the session on each
request. Invalid values raise when a session is issued or looked up.
The relying-party ID and origin are passed to ceremonies, not configured here. See
The relying party.
Databases
Ithibati supports PostgreSQL, SQLite and MySQL. Your application selects its Ecto adapter and
adds its driver dependency. Merge the settings below with your repo's existing configuration.
SQL Server and MariaDB are outside the supported scope.
PostgreSQL
Add {:postgrex, "~> 0.19"} and use Ecto.Adapters.Postgres. Keep READ COMMITTED isolation
(the PostgreSQL default); you can set it explicitly on each connection:
config :my_app, MyApp.Repo,
  parameters: [default_transaction_isolation: "read committed"]
UUID and integer account keys are supported. Keep schema prefixes and the connection's search
path consistent with your migrations. See PostgreSQL behavior for
schema and transaction details.
SQLite
Add {:ecto_sqlite3, "~> 0.24.1"} and use Ecto.Adapters.SQLite3. This adapter requires Ecto
SQL 3.14. Configure a file database with foreign keys and immediate transactions:
config :my_app, MyApp.Repo,
  database: "my_app.sqlite3",
  journal_mode: :wal,
  foreign_keys: :on,
  busy_timeout: 5_000,
  default_transaction_mode: :immediate
UUID and integer account keys are supported. Use only the unprefixed main database; do not
set an Ecto schema prefix or migration_default_prefix. See SQLite behavior
for UUID storage, application-owned transactions and lock contention.
MySQL
Add {:myxql, "~> 0.9.0"} and use Ecto.Adapters.MyXQL. Set READ COMMITTED on every connection,
including those used by application-owned transactions:
config :my_app, MyApp.Repo,
  after_connect: {MyXQL, :query!, ["SET SESSION TRANSACTION ISOLATION LEVEL READ COMMITTED", []]}
Use InnoDB tables, keep foreign_key_checks = 1 and do not override transaction isolation.
UUID and signed/unsigned BIGINT account keys are supported. Use only the repo's selected
database without schema prefixes. See MySQL behavior for storage types,
locking and recovery after a failed migration.
After configuring a database and running migrations, run mix ithibati.doctor.
Identifiers
Declare the identifier on your own account schema:
alias Ithibati.Schema.Identifier
alias Ithibati.Schema.User

use User, identifier: :email, format: Identifier.email_format()
Use ithibati_account() inside the schema and call identifier_changeset/2 in your changeset.
The macro declares the identifier field and the passkeys, recovery_codes and sessions
associations. Your application declares any additional fields.
identifier_changeset/2 trims and lowercases the identifier, requires a value and applies
format: when supplied. Omitting format: keeps normalization and presence validation.
Choosing an email identifier does not verify that someone owns the mailbox. Optional
invitation mail requires explicit configuration. In the email
registration flow, the invitation and account use the same email identifier, and the link is
sent to that address. The initial form needs only one email field.
Formats and messages
	Helper	Accepts
	Identifier.username_format/0	1–30 lowercase ASCII letters, digits or underscores
	Identifier.email_format/0	A practical email-address shape, including you@localhost; quoted local parts such as "a b"@example.com are refused

Changesets lowercase identifiers before applying the username pattern. Direct callers of
username_format/0 receive a regex only; normalize mixed-case input before matching it.
Supply a regex for your own rules:
@handle ~r/\A[a-z][a-z0-9_]{2,29}\z/

use User, identifier: :handle, format: @handle,
  format_message: "must start with a letter and contain 3–30 letters, digits or underscores"
Define module attributes before use. An explicitly supplied format: nil raises.
format_message: requires format:. The identifier itself must be a literal atom.
A format chosen while the instance runs
An application whose identifier is a name in one deployment and an address in another cannot
answer when its schema compiles. Name who to ask instead:
use User, identifier: :username,
  format: {MyApp.Identity, :format},
  format_message: {MyApp.Identity, :format_message}
Ithibati calls the function on every changeset, so the answer may change between one and the
next. It must answer with a regex, or with a non-empty string for the message; anything else is
refused when it answers, because a string applied as a pattern matches by containment and is
wrong in both directions.
A pair rather than &MyApp.Identity.format/0: the option is escaped into the generated
changeset, and only a pair survives that unchanged.
Whether the function exists is not checked when the schema compiles, and cannot be: the module
named here is usually compiled after the schema that names it, so asking then would refuse a
spelling that is right. A wrong one raises UndefinedFunctionError at the first registration.
Cover it with a test that builds one changeset through the schema.
What stays fixed at compile time
identifier: names a column, so it is a literal atom and cannot be asked for — a deployment
cannot choose a column name. users_key_type and table_prefix are read with
Application.compile_env/3 for the same reason: they define fields and table names.
The format is the exception because it validates a value rather than defining a schema. An
application with two modes keeps one column and lets its shape decide what may go in it.
To distinguish an identifier collision from other validation failures after an insert, use
Ithibati.Schema.User.identifier_taken?/1 on the returned changeset.
Display names
A display field can preserve the spelling you want people to see while the identifier remains
normalized. To show it in a passkey dialog, define this function on your account schema:
def passkey_display_name(account), do: account.name
When it returns nil, Ithibati uses the identifier. Your schema and migration must both declare
any display field you add.
Case and indexes
For writes through the changeset, lowercasing plus a normal unique index prevents names such as
AdaLovelace and adalovelace from creating separate accounts. Writes that bypass the changeset
need their own normalization.
An existing application may use PostgreSQL citext to compare values without regard to case.
That is a database choice; Ithibati's changeset still lowercases what it writes. Keep the Ecto
field type as :string and maintain the unique index described below. To create an invitation
identifier with the same database type, pass type: :citext to
Ithibati.Migration.invitation_columns/1 after installing the extension. See the
invitation migration.
Primary keys and table names
Set users_key_type: :id for integer account IDs or :binary_id for UUIDs. Ithibati's default
is :binary_id; the default account migration in the walkthrough uses :id explicitly.
The migration verifies the actual referenced column's type and uniqueness before creating
foreign keys.
table_prefix: "auth" changes names such as ithibati_sessions to auth_sessions. It is a
prefix of the table name, not a PostgreSQL schema prefix. Keep the compiled setting and the
migrated database in agreement.
Migrations
Wrap Ithibati.Migration.up/1 and down/1 in explicit up/0 and down/0, not change/0:
catalogue checks flush queued DDL and cannot be reversed automatically.
Your application creates the account table and identifier column. Ithibati creates its own
tables and, by default, the identifier's unique index:
defmodule MyApp.Repo.Migrations.AddIthibati do
  use Ecto.Migration

  def up, do: Ithibati.Migration.up(version: 4)
  def down, do: Ithibati.Migration.down(version: 4)
end
Run this after the account-table migration. Use :utc_datetime_usec for timestamps in schemas
and migrations. When adding a required identifier to an existing populated table, plan its
backfill before applying null: false.
The migration validates the account column, referenced key and required indexes before building
its tables. It leaves the account table and identifier column under your ownership, including
on rollback.
Deleting an account cascades to its passkeys, recovery codes and sessions. The bootstrap row
remains with a null account reference: deleting the first account does not reopen initial setup.
Naming or maintaining an index
To choose the identifier index name, set it on the schema:
use User, identifier: :username, constraint_name: :users_username_uniq
To maintain it in your own migration:
use User, identifier: :username, unique_index: false
The migration still checks for a unique index on that column. It must guarantee uniqueness of
the identifier alone across the whole table. A partial index, expression index or index on
[:tenant_id, :username] does not satisfy that requirement. Setting unique_index: false
changes who creates the index, not the uniqueness Ithibati requires.
Upgrading the database schema
Keep existing migrations pinned to their original version. Ithibati.Migration.current_version/0
returns the version supported by the installed library. This checkout uses version 4.
Existing calls to Ithibati.Migration.up(version: 1) and
Ithibati.Migration.down(version: 1) must remain pinned to version 1.
Version 2 adds the challenge-consumption table used by the web endpoints. Upgrade before
serving requests with this release. Add a new migration; do not edit the migration already applied:
def up, do: Ithibati.Migration.up(from: 1, version: 2)
def down, do: Ithibati.Migration.down(from: 1, version: 2)
Version 3 adds the operator-code digest table. Add another application migration when upgrading
from version 2:
def up, do: Ithibati.Migration.up(from: 2, version: 3)
def down, do: Ithibati.Migration.down(from: 2, version: 3)
Version 4 adds invited_by_id to the invitation table, which the application owns. An
application that uses invitations and created that table earlier adds the column when upgrading
from version 3:
alter table(:invitations) do
  Ithibati.Migration.invitation_inviter_column(version: 4)
end
An application without invitations has nothing to do for version 4.
Fresh installations use up(version: 4). Rolling back only version 2 removes outstanding
challenges; rolling back version 3 removes any pending operator code. Version 4 changes nothing
in Ithibati's own tables — it adds the inviter to the invitation table the application owns — so
stepping to it or back builds nothing here. Neither rollback removes
accounts, passkeys, recovery codes or sessions. Deploy code compatible with the remaining schema
when rolling back. An application that enables initial_claim: :operator_code must apply version 3
before issuing codes or serving setup requests. Keep the mode enabled while the instance is
unclaimed; switching it to :open permits an unprotected claim.
Ithibati.Identity.Instance.issue_code/0 and authorize_code/1 answer {:error, :claim_is_open} under any other mode, so an application that supports one mode can say so in
its own words rather than rescue. A value that is neither :open nor :operator_code raises
instead: nothing useful can be answered about a setting that is not a setting.
Invitations
Set invitation_schema only when your application provides an invitation schema and table.
The identifier field must match the account schema's identifier. The
invitation guide covers the columns, token index and acceptance transaction.
After changing the integration, run mix ithibati.doctor against the target database.
Invitation mail
Ithibati.InvitationMail.deliver/2 reads config :ithibati, :invitation_mail at runtime.
The three-argument form takes a complete options list instead; it does not merge configuration.
config :ithibati, :invitation_mail,
  enabled: true,
  content: &MyApp.InvitationEmail.content/2,
  deliver: &MyApp.InvitationEmail.deliver/2
Delivery defaults to disabled. enabled: false returns {:ok, :disabled} and invokes neither
callback. When enabled, both callbacks must be functions of arity two. Optional context: is
passed unchanged to the content callback, defaulting to %{}. The sender belongs to the delivery
callback; the subject belongs to the content result. No mail or template dependency is added to
the library. See email delivery for the contracts and Swoosh example.
This switch enables delivery, not public registration. The application still decides who may
request an invitation and when to call delivery. Existing registration handlers are unchanged.


  

    Database behavior

Start with the connection examples in Configuration and schemas.
This guide explains storage requirements, transaction composition and migration failures.
Ithibati supports PostgreSQL, SQLite and MySQL; SQL Server and MariaDB are outside that scope.
Verified versions
The adapter suites have been run against these versions. They record the actual engine version,
including SQLite's native library supplied by Exqlite.
	Database	Engine	Adapter or driver
	PostgreSQL	18.6	Postgrex 0.22.4
	SQLite	3.53.4	ecto_sqlite3 0.24.1, Exqlite 0.40.0
	MySQL	8.4.11, InnoDB	MyXQL 0.9.0

These are the verified combinations, not a claim that every server and driver version has been
tested. Consuming applications select their own dependencies.
PostgreSQL
Storage and schemas
Account keys may use uuid, smallint, integer or bigint, including domains over those
types. Configure users_key_type: :binary_id for UUIDs or :id for integer keys. The referenced
column must be unique on its own. A full unique index or primary key qualifies; a composite,
partial or expression index does not. Additional INCLUDE columns are allowed.
Binary values use bytea; timestamps use :utc_datetime_usec in Ecto and microsecond-capable
timestamp without time zone columns. The account identifier's type remains application-owned.
For case-insensitive identifiers using citext, see
Case and indexes.
Catalogue lookup uses the connection's search path when no schema prefix is supplied. Migrations
use their explicit prefix or the repo's migration_default_prefix; Doctor uses the latter.
Keep those settings and runtime queries aligned. Ithibati's table_prefix changes table names,
such as ithibati_keys to auth_keys; it does not select a PostgreSQL schema.
Transactions
Use READ COMMITTED isolation, including for outer application transactions. Credential operations
lock the account with FOR NO KEY UPDATE before making decisions across several rows. Separate
statements after acquiring that lock see preceding commits, protecting recovery-code replacement
and deletion of the last passkey. The lock lasts until the outermost transaction ends.
SQLite
Storage and schemas
SQLite supports the unprefixed main database. Integer account keys and UUIDs are supported.
UUID storage follows the adapter-wide config :ecto_sqlite3, :binary_id_type setting:
:string by default, or :binary for BLOB storage. Configure it before creating tables and keep
it consistent across the application. Foreign keys must be enabled on every connection so
account deletion cascades to credentials while preserving the bootstrap claim.
Ithibati's table_prefix still changes table names normally. Schema prefixes and
migration_default_prefix are unsupported.
Transactions
SQLite allows one writer at a time. Ithibati starts its own credential transactions in immediate
mode and reserves the writer before deciding about recovery codes or the last passkey. Locks
last until the outermost transaction ends.
For application-owned transactions and Ecto.Multi, use default_transaction_mode: :immediate
as shown in the configuration guide, or pass mode: :immediate to Repo.transaction/2.
This reserves the writer before application reads. A nested transaction cannot upgrade an
already stale outer snapshot.
An existing deferred transaction can proceed if its snapshot is still current. If another
writer has committed since its earlier read, SQLite raises before deciding from stale data.
Lock contention can also exceed busy_timeout and raise an adapter error.
MySQL
Storage and schemas
Use InnoDB for account and invitation tables and keep foreign_key_checks = 1. Only the repo's
selected database is supported, without schema prefixes. Doctor diagnoses these requirements.
Account IDs may be UUIDs in BINARY(16) or signed/unsigned BIGINTs. Ithibati matches the foreign
key's signedness to the existing account column; smaller integer widths are refused. The default
MyXQL auto-increment key uses unsigned BIGINT.
Indexed credential IDs use VARBINARY(1023) and digests use VARBINARY(32), with full-column unique
indexes. A prefix-only index does not qualify. Invitation timestamps must be DATETIME(6) and
their token digest VARBINARY(32); Ithibati.Migration.invitation_columns/1 chooses these types.
Identifier normalization remains the changeset's responsibility. The application's column
collation determines which normalized strings compare equal, including accent sensitivity.
Use the same identifier semantics for invitations and accounts.
Transactions
Set READ COMMITTED on every connection before starting transactions. Ithibati checks session
isolation on the active connection at each identity transaction entry, including within a
caller-owned transaction. Internal updates reuse that preparation; no connection state is
cached. Do not override isolation for individual transactions that call Ithibati. MySQL's default
REPEATABLE READ can retain an earlier application snapshot even after a nested transaction starts
and is unsupported for these operations.
MySQL has no mutation RETURNING. Ithibati locks the matching row, checks the conditional write
and reads the result in one transaction. Account locks serialize recovery-code replacement and
final-passkey deletion, including inside existing application transactions. Deadlocks and lock
timeouts propagate as database errors.
Recovering a failed migration
MySQL commits DDL statements individually. Migrations validate application-table requirements
and resolve application-index conflicts before creating owned tables, but an unexpected DDL
failure can still leave a partial schema. Inspect it before retrying.
For an initial installation with no authentication data to retain, a temporary recovery migration
may call Ithibati.Migration.down(version: 2) in its up/0, then retry the original installation.
This removes any existing Ithibati tables and its managed application indexes. It is destructive
and must not be used as an automatic repair of a populated installation. Your account and
invitation tables remain application-owned.
Handling database failures
Lock timeouts, deadlocks and stale snapshots are infrastructure failures, separate from expected
results such as :invalid or :last_key. Ithibati never automatically replays an application
callback. If your application retries, restart the entire transaction, bound the attempts and
ensure that external side effects are safe to repeat.
All three backends support Ithibati schema version 3. Keep applied migrations pinned to their original
version; see Upgrading the database schema.


  

    Registering and signing in

A passkey ceremony has four steps: request a challenge, ask the authenticator to answer it,
post the credential, and verify it. Ithibati handles these steps; your application decides
who may register and what to do with the verified account.
For a complete application, start with Getting started. This page is the
reference for routes, callbacks, browser events and sessions. The final section shows the
core calls without Phoenix.
The routes
Import Ithibati.Web.Router in your router and mount the endpoints in a JSON pipeline:
pipeline :ceremony do
  plug :accepts, ["json"]
  plug :fetch_session
  plug :protect_from_forgery
end

scope "/auth" do
  pipe_through :ceremony
  ithibati_routes handler: MyAppWeb.Auth, rp_name: "MyApp"
end
	Endpoint under this scope	Purpose
	POST /auth/registration/challenge	Approve a registration subject and issue its challenge
	POST /auth/registration	Verify the credential and call register/4
	POST /auth/authentication/challenge	Issue a challenge without naming a credential
	POST /auth/authentication	Verify the assertion and call authenticate/2
	POST /auth/recovery	Redeem a code and call recovered/3

The scope prefix is yours; the five suffixes are fixed. The pipeline must accept JSON, fetch
the session and apply CSRF protection. The hook supplies the x-csrf-token header from the
page's CSRF meta tag.
The hook sends Accept: application/json. A pipeline with plug :accepts, ["html"] rejects
that request with HTTP 406 before it reaches the ceremony controller. Check the pipeline on
the mounted scope if the browser reports this response.
Mount options are handler:, rp_name:, user_verification: and seconds:. User verification
defaults to "preferred"; challenge lifetime defaults to sixty seconds. Set
user_verification: "required" if your application requires authenticator user verification.
The handler
Implement Ithibati.Web.Handler and name the module in ithibati_routes/1.
	Callback	Return on success	Application decision
	registration_subject(conn, params)	{:ok, identifier_or_account}	Who may start registration
	register(conn, key_attrs, subject, params)	{:ok, conn}	How to store the verified credential
	authenticate(conn, account)	{:ok, conn}	What a successful sign-in issues
	recovered(conn, account, fresh)	{:ok, conn}	How to sign in and display any replacement codes

All four callbacks may return {:error, reason}. Atom reasons become error-code strings in
JSON responses; other reasons are reported as verification_failed.
For a new account, registration_subject/2 should validate and normalize the identifier with
your changeset before returning it. For another passkey on an existing account, return the
signed-in account itself; that lets Ithibati populate excludeCredentials. See
Adding a passkey.
register/4 receives the subject approved at the challenge step. Use that subject when
building the account. The browser posts parameters again, so an identifier or invitation token
in the second request is not evidence of what was approved in the first.
Verification issues no session by itself. A typical handler creates one explicitly:
@impl true
def authenticate(conn, account),
  do: {:ok, conn |> Gate.log_in(account) |> json(%{redirect: "/inside"})}
Here Gate aliases Ithibati.Web.Gate and json/2 is imported from Phoenix.Controller.
Return a JSON redirect field for the hook to perform a full page load. A controller HTTP
redirect is not equivalent: the hook expects JSON. Other successful response bodies are sent
to the LiveView as ithibati:done.
recovered/3 receives nil or a fresh recovery-code batch as its third argument. Do not drop
that batch; Recovery codes shows the two branches.
The JavaScript
Add an element with a stable ID and the endpoint URLs for the exchanges the page starts:
<div
  id="sign-in"
  phx-hook="Ithibati.Web.Hooks.PasskeyCeremony"
  data-registration-challenge-url={~p"/auth/registration/challenge"}
  data-registration-url={~p"/auth/registration"}
  data-authentication-challenge-url={~p"/auth/authentication/challenge"}
  data-authentication-url={~p"/auth/authentication"}
  data-recovery-url={~p"/auth/recovery"}
></div>
	LiveView event to push	Payload
	ithibati:register	Registration parameters, such as %{username: username} or %{token: token}
	ithibati:authenticate	%{}
	ithibati:recover	%{code: code}

The hook sends registration parameters with both requests. Authentication does not ask for an
identifier: the browser lets the person select a discoverable passkey.
Handle ithibati:failed for errors and ithibati:done for successful responses without a
redirect. The hook uses HTTP requests to let the controller update the session cookie.
Browser imports
With the Hex dependency and Phoenix 1.8's generated esbuild setup, import the package in
assets/js/app.js and merge its hooks into the existing socket options:
import {hooks as ithibatiHooks} from "ithibati"

let liveSocket = new LiveSocket("/live", Socket, {
  params: {_csrf_token: csrfToken},
  hooks: {...colocatedHooks, ...ithibatiHooks},
})
Keep the generated Socket, LiveSocket, csrfToken and colocatedHooks definitions, and
any other hooks or options your application uses.
For a local path dependency, Mix does not create deps/ithibati. Add an esbuild alias that
points from the configured asset working directory to the library file. For sibling application
and library directories, with esbuild running from the application's assets/, this is:
--alias:ithibati=../../ithibati/priv/static/ithibati.js
For the colocated manifest, set ITHIBATI_COLOCATED_HOOKS=1 in the build environment and
recompile the dependency with mix deps.compile ithibati --force. Then use:
import {hooks as ithibatiHooks} from "phoenix-colocated/ithibati"
The environment-variable change alone does not make Mix rebuild the dependency. Both imports
register the same hook name.
For browser code without LiveView, the package also exports register and authenticate.
They take WebAuthn options, call the browser credential API and return the credential data to
post to your server. They do not provide your application's HTTP transport.
The relying party
The web layer derives the default relying-party ID and origin from your endpoint's configured
:url. Configure the public URL, including when a proxy terminates TLS:
config :my_app, MyAppWeb.Endpoint,
  url: [host: "auth.example.com", scheme: "https", port: 443]
This produces rp_id: "auth.example.com" and origin "https://auth.example.com".
The RP ID contains no scheme or port. For an ordinary browser deployment, use the page's
host or a registrable parent domain: auth.example.com can use example.com, but not com
or www.example.com. www. is a distinct subdomain, not an interchangeable spelling.
Cross-domain use requires the separate
related-origin mechanism, where supported;
adding an origin to the server's trusted list does not enable it in the browser.
Keep the relying-party ID stable: existing passkeys are bound to the ID used at registration.
A different ID requires enrolment for that ID; changing a redirect does not migrate credentials.
The optional relying_party/2 handler callback receives the defaults. Use it to select values
for additional trusted clients, for example by adding an application-defined list of origins:
def relying_party(_conn, {rp_id, origin}), do: {rp_id, [origin | @extension_origins]}
Choose origins from a fixed trusted set. Never reflect the request's origin header into this
return value: it lets the requester choose which origin the server trusts. This removes the
server's origin allowlist as a phishing defense, even though signature and RP-ID checks still
apply. For example, sharing an RP ID across subdomains does not make every subdomain trusted.
Support for an extension or native client also depends on that client's WebAuthn integration.
The core receives both values per call. Setting config :wax_, origin: ... or rp_id: ...
does not configure Ithibati.
Who is signed in
Ithibati.Web.Gate reads the session and assigns @current_account on a connection or LiveView.
	Mode	Behaviour
	:current_account	Assign the account or nil, then continue
	:require_account	Refuse access when there is no account

A plug in :require_account mode redirects when given to: and otherwise returns 401.
A LiveView mount in that mode requires to::
live_session :members,
  on_mount: [{Ithibati.Web.Gate, {:require_account, to: "/"}}] do
  live "/inside", InsideLive
end
The gate authenticates sessions. Your application checks permissions and handles any bearer-token
authentication separately.
Signing in and out
Gate.log_in(conn, account) renews the session and stores a new session token. It clears the
old session contents and CSRF token, so complete sign-in with a full page load.
Gate.log_out(conn) revokes that token and clears the session. With the endpoint's PubSub and
LiveView socket configured, it also disconnects sockets opened by that session. Keep the
generated socket's session connection information:
socket "/live", Phoenix.LiveView.Socket,
  websocket: [connect_info: [session: @session_options]]
The endpoint must have a :pubsub_server. Without those pieces, new requests lose access but
already-connected LiveViews are not disconnected by logout.
Session storage and expiry
The gate uses these core calls:
alias Ithibati.Identity.Sessions

Sessions.generate_session_token(account)
Sessions.get_user_by_session_token(token)
Sessions.delete_session_token(token)
Issuance returns the plaintext token; the row stores its SHA-256 digest. Lookup returns an
account or nil for a missing, unknown, revoked or expired token. Revocation returns :ok.
Sessions last sixty days by default; Configuration describes
session_validity.
Sign out everywhere
Gate.log_out_all(conn) revokes all stored sessions of the account authenticated by the current
session token, clears this browser's cookie session and broadcasts a LiveView disconnect for each
revoked session. Use it in a CSRF-protected controller action, followed by a redirect:
def sign_out_all(conn, _params) do
  conn |> Ithibati.Web.Gate.log_out_all() |> redirect(to: "/")
end
The endpoint and socket need the same PubSub and connect_info configuration as single-session
logout. A missing, unknown or expired token only clears the current browser session. Connection
assigns cannot select a different account. Call this helper outside a database transaction, so
broadcasts follow commit; an outer transaction raises before revocation.
For application-owned revocation, Sessions.revoke_all(account) returns the stored token digests
of the deleted sessions, including expired ones, or [] when there are none. It joins a caller's
transaction and does not broadcast. Defer external notifications until that transaction commits.
Do not pass these digests to Gate.live_socket_id/1, which expects a plaintext token.
Revocation does not disable an account: it can sign in again, and concurrently created sessions
may survive. Database errors propagate without retries. PubSub delivery and database commit are
separate; a delivery failure does not restore revoked sessions. Only sockets belonging to sessions
still stored in the database can be reached through this operation.
Session cleanup
Sessions.delete_expired() deletes expired session rows across all accounts and returns the
number deleted. It uses the configured session_validity; invalid settings raise before deletion.
Run it from an application-owned scheduled job or maintenance task. Ithibati starts no scheduler.
Expiry is already enforced during lookup, so cleanup is storage maintenance. It does not disconnect
LiveViews that are already connected. After cleanup those sessions no longer have stored digests
for a later logout broadcast; applications requiring a hard time limit on connected LiveViews must
also enforce expiry while connected.
Challenge storage
The Phoenix endpoints retain each challenge and its approved subject and mount settings in the
session. They also store its digest and expiry in the database. Before checking any response,
the endpoint atomically deletes that record, so an old cookie or a parallel request cannot
reuse the challenge. A failed verification also consumes it. Issuing another challenge in the
same session slot invalidates the previous one; an in-flight ceremony may need to restart.
Apply schema version 2 before using these
endpoints. Consumption raises if the entire endpoint request is wrapped in an application
transaction, since rollback could restore the record. Transactions inside handler callbacks
are fine: consumption has already committed before a callback runs.
Every issued challenge writes a database row, including challenges requested before sign-in.
Apply rate limiting to challenge issuance in your application or gateway to bound write load and
storage growth. Ithibati defaults to a 60-second challenge lifetime; expiry prevents verification
but does not delete the row. Abandoned rows remain until cleanup runs.
Schedule Ithibati.Identity.Challenges.delete_expired/0 in your application's maintenance job
to remove abandoned challenges. Consumed rows are removed immediately. Expired rows never
authorize verification, even before cleanup. Direct core integrations still own challenge
storage and may use Ithibati.Identity.Challenges for the same database-backed consumption.
Handling failures
Controller failures return a JSON error string and a 4xx response. Browser failures use the
same vocabulary. The hook delivers both as ithibati:failed; your application supplies the
message shown to the person.
	Code	Meaning
	no_credentials	No passkey is registered on this instance
	no_challenge	No matching stored challenge is available
	malformed_credential	The posted credential has an unexpected shape
	not_discoverable	The credential was reported as not discoverable
	unknown_credential	The credential is not stored on this instance
	no_attested_credential	The attestation contains no credential to store
	credential_id_too_long	The credential ID exceeds the storage limit
	already_enrolled	The browser excluded this credential, or it already exists in storage
	invalid_code	A recovery code is unknown or already spent
	verification_failed	Verification or a handler returned a reason without a dedicated atom code
	ceremony_cancelled	The browser reported NotAllowedError, including cancellation or timeout
	ceremony_failed	Another browser or request failure prevented completion
	recovery_failed	The recovery exchange did not complete successfully in the browser
	unknown	The hook had neither an error code nor a status to report

A failed network response does not prove the server did no work. In particular,
recovery_failed does not guarantee that the recovery code remains unused.
Two families carry a suffix: http_<status> for an unexpected HTTP response and
missing_data_<attribute> for a missing hook URL. Handle them by prefix or with a fallback.
Your handler can return additional atom codes.
Ithibati.Ceremony.codes/0 lists the fixed codes and Ithibati.Ceremony.families/0 lists the
families. Use them to check that your application's messages cover the library's vocabulary.
The event also carries exception, the browser's DOMException name or nil. Preserve it
for diagnosis. For example, SecurityError can point to a relying-party or origin mismatch.
InvalidStateError maps to already_enrolled during registration and ceremony_failed during
authentication.
Without the web half
Call Ithibati.Identity.Passkeys directly when you provide the transport and challenge storage.
For registration on an existing account:
alias Ithibati.Identity.Passkeys

challenge = Passkeys.registration_challenge(rp_id, origin, user_verification: "preferred")
options = Passkeys.registration_options(challenge, account, rp_name: "MyApp")
Send options to the client and retain the challenge and approved subject. When the credential
returns, consume the stored challenge and verify it:
with {:ok, key_attrs} <- Passkeys.verify_registration(credential, challenge) do
  Passkeys.add_key(account, key_attrs)
end
For a new account, approve an identifier and pass it to registration_options/3 instead of an
account. After verification, insert the account and append Grant.with_key_and_codes/3 in a
single transaction, as shown in Getting started.
For authentication, start with:
case Passkeys.authentication_challenge(rp_id, origin) do
  {:ok, challenge} ->
    options = Passkeys.authentication_options(challenge)
    {challenge, options}

  {:error, :no_credentials} ->
    {:error, :no_credentials}
end
After the client responds, consume the stored challenge and call:
Passkeys.verify_authentication(credential, challenge)
That returns {:ok, account} or {:error, reason}. Your integration must:
	Retain the challenge and approved subject between requests, and consume the challenge once,
including after a failed verification. A signature on stored data alone does not prevent replay.
	Keep registration and authentication challenges separate and bind them to the intended flow.
	Supply a trusted relying-party ID and origin on every challenge call.
	Decide whether to issue a session or an application-owned credential after verification.

These fragments show the core calls; they are not a complete transport or challenge store.


  

    Passkeys

Use Ithibati.Identity.Passkeys to add, list, rename and revoke credentials for an existing
account. Creating an account with its first credential is covered in
Getting started.
alias Ithibati.Identity.Passkeys

Passkeys.list_keys(account)
Passkeys.rename_key(account, id, "My work laptop")
Passkeys.delete_key(account, id)
list_keys/1 returns the account's keys in stable, oldest-first order. Rename and delete return
{:ok, key} or {:error, reason}. A key belonging to another account is reported as
:not_found, just like a missing key.
Adding a passkey through Phoenix
Use the registration ceremony with a signed-in account as its subject. Add the gate after
fetch_session in the ceremony pipeline so the handler can read conn.assigns.current_account:
pipeline :ceremony do
  plug :accepts, ["json"]
  plug :fetch_session
  plug :protect_from_forgery
  plug Ithibati.Web.Gate, :current_account
end
The following callback clauses implement enrolment for existing accounts. In your handler,
alias Ithibati.Identity.Passkeys as Passkeys and import Phoenix.Controller.json/2:
@impl true
def registration_subject(conn, _params) do
  case conn.assigns.current_account do
    nil -> {:error, :not_signed_in}
    account -> {:ok, account}
  end
end

@impl true
def register(conn, key_attrs, %MyApp.Accounts.User{} = account, params) do
  attrs = Passkeys.key_attrs(key_attrs, params["label"])

  case Passkeys.add_key(account, attrs) do
    {:ok, _key} -> {:ok, json(conn, %{status: "enrolled"})}
    {:error, reason} -> {:error, reason}
  end
end
Keep authenticate/2 and recovered/3 in the handler as well. This registration_subject/2
requires a signed-in account; an application supporting both new registration and enrolment
must branch between its two policies or use separate mounts and handlers.
Read the account from the authenticated connection. Looking up an account from a posted
username would let a caller enrol a passkey on another person's account.
Returning the account lets Ithibati populate excludeCredentials with its existing credentials.
The browser can then avoid registering one of those again.
From your page, push ithibati:register, optionally with %{label: label}. The hook returns
ithibati:done for the JSON response above; use that event to refresh the displayed keys.
The page needs the registration challenge and registration URL attributes described in
The browser hook.
Adding a passkey directly
Run registration with the existing account, then store only the verified result:
with {:ok, verified} <- Passkeys.verify_registration(credential, challenge) do
  Passkeys.add_key(account, Passkeys.key_attrs(verified, "My phone"))
end
The surrounding challenge and transport flow is shown in
Without the web half. add_key/2 accepts the map from
verification directly; key_attrs/2 adds an optional label. Never pass unverified client data
as the key attributes.
A passkey added without a label receives the default label "Passkey". add_key/2 returns
{:error, :already_enrolled} if the credential is already stored, including on another account.
If the account has been deleted before the insert, the function raises.
Revoking a passkey
delete_key/2 refuses the account's last passkey with {:error, :last_key}. This also holds
when two callers try to delete different keys concurrently: deletion locks the account row
before checking how many remain.
To allow removal of the final passkey explicitly:
Passkeys.delete_key(account, id, last: :allow)
last: accepts :refuse (the default) or :allow; another value raises ArgumentError.
An account without passkeys depends on its recovery codes for access. Make that
consequence clear in the application's removal flow.


  

    Invitations and the first account

Adapt the application from Getting started so the first account claims
the instance and subsequent accounts need an invitation. Protect that first claim with an
operator-issued code before exposing the application publicly. Your application owns the invitation
table and decides who may issue links and what accepting one grants.
This guide uses username identifiers, matching the walkthrough. For finished code, see the
invitation-only example.
1. The invitation schema
Create lib/my_app/accounts/invitation.ex:
defmodule MyApp.Accounts.Invitation do
  use Ecto.Schema

  alias Ithibati.Schema.Identifier
  alias Ithibati.Schema.Invitation

  use Invitation, identifier: :username, format: Identifier.username_format()

  schema "invitations" do
    ithibati_invitation()
    timestamps(type: :utc_datetime_usec)
  end

  def changeset(invitation, attrs, opts \\ []) do
    invitation_changeset(invitation, attrs, opts)
  end
end
The macro adds the identifier, token_hash, expires_at, accepted_at and a virtual token.
The identifier field must match the account schema's identifier. Add your own fields for a
role, team or other grant, together with their changeset handling and migration columns.
A new invitation lasts seven days by default. invitation_changeset/3 accepts days:; using
it on an existing invitation can extend the expiry while preserving its token.
The changeset checks whether an account already has the identifier. The account table's unique
index remains the final guarantee when registrations happen concurrently.
2. Configure and migrate
Add this to config/config.exs:
config :ithibati, invitation_schema: MyApp.Accounts.Invitation
Generate a migration:
$ mix ecto.gen.migration create_invitations

Use the following body in the generated file:
defmodule MyApp.Repo.Migrations.CreateInvitations do
  use Ecto.Migration

  def change do
    create table(:invitations) do
      Ithibati.Migration.invitation_columns(version: 4)
      timestamps(type: :utc_datetime_usec)
    end

    Ithibati.Migration.invitation_index(version: 4)
  end
end
The explicit index call matters when Ithibati's initial migration has already run, as it has
in the walkthrough. It creates the token's unique index if absent and can coexist with an
initial migration that also creates it.
$ mix ecto.migrate

invitation_columns/1 adds these columns:
	Column	Type	Nullable
	Your configured identifier	:string by default; override with type:	No
	token_hash	:binary	No
	expires_at	:utc_datetime_usec	No
	accepted_at	:utc_datetime_usec	Yes
	invited_by_id	Your account key, from version 4	Yes

The plaintext token is virtual and is not stored. Pin the version the way up/1 is pinned: a
migration written today says version: 4, and one written before that goes on producing what it
produced then. For a table created before version 4, add the inviter with
invitation_inviter_column/1 rather than editing the migration that made it:
def up do
  alter table(:invitations) do
    Ithibati.Migration.invitation_inviter_column(version: 4)
  end

  Ithibati.Migration.up(from: 3, version: 4)
end
The order in that migration is not free. up/1 flushes the queued statements before it checks the
table, so an alter written above it has already run; the same alter written below it has not,
and up/1 refuses a table whose inviter column is still missing.
mix ithibati.doctor asks the same question of a database nobody is migrating. An installation
that lifted the library and wrote no new migration compiles, migrates and starts; the column it
lacks is first missed at an invitation.
For an existing table, supply the same columns and required index. Most applications can keep :string: both changesets trim and
lowercase identifiers. If you deliberately use PostgreSQL citext, for example to handle
writes outside the changesets, select it explicitly:
Ithibati.Migration.invitation_columns(version: 4, type: :citext)
Install the citext extension before this migration; the helper does not create it. The
identifier remains a :string field in the Ecto schema. type: changes only the identifier
column, not the token or timestamps.
The type must be resolvable by the migration's database connection. If the extension lives
outside its search_path, qualify the type, for example type: :"extensions.citext", or
configure the connection's search_path to include that schema.
Migration and doctor checks do not require identical account and invitation identifier types.
Choose their comparison semantics deliberately. For an existing table, use a new application
migration to alter its column; do not edit a migration that has already run.
Protect the first account claim
The one-time bootstrap row prevents a second claim; by itself it does not prove that the first
visitor is the operator. Configure the protected mode before serving an unclaimed instance:
config :ithibati, initial_claim: :operator_code
The getting-started migration at version 3 already creates
the operator-code digest table. If your application has only applied version 2, add a new
application migration with Ithibati.Migration.up(from: 2, version: 3) and the matching down/1.
Apply it explicitly before issuing a code. Never edit an applied migration.
Instance.issue_code/0 issues a fresh 32-byte random code and returns its plaintext once.
Ithibati stores only its SHA-256 digest in the database. Expose the operation through an application-owned
operator command, such as the mix ithibati_invites.setup_code task in the
invitation-only example. Print the returned code to the
operator's terminal, not an HTTP response or a startup log. Running the command again rotates the
code and revokes earlier authorization. After a successful claim it returns
{:error, :already_claimed}, and under any mode but :operator_code it returns
{:error, :claim_is_open} — an instance that leaves its claim open has no code to issue.
The application chooses a rate limit for its public code form.
Instance.authorize_code/1 checks the code and returns a short-lived proof for the browser
session, {:error, :invalid_setup_code} when the code does not check out, or
{:error, :claim_is_open} under any mode but :operator_code. The application calls
Instance.authorized?/1 before starting a passkey challenge and
passes that same proof to Instance.claim/2 at completion. The claim atomically consumes it with
the account insert and bootstrap claim. A direct request without a proof therefore fails even if
the page hid its form. In protected mode, Instance.claim/2 refuses missing authorization.
3. Replace the registration handler
Replace lib/my_app_web/auth.ex with this handler. It retains authentication and recovery from
the walkthrough and adds the two registration paths:
defmodule MyAppWeb.Auth do
  @behaviour Ithibati.Web.Handler

  import Phoenix.Controller, only: [json: 2]
  import Plug.Conn, only: [get_session: 2, put_session: 3]

  alias Ecto.Multi
  alias Ithibati.Identity.Grant
  alias Ithibati.Identity.Instance
  alias Ithibati.Identity.Invitations
  alias Ithibati.Web.Gate
  alias MyApp.Accounts.User
  alias MyApp.Repo

  @impl true
  def registration_subject(conn, params) do
    if Instance.needs_setup?() do
      if Instance.authorized?(get_session(conn, :initial_claim_authorization)),
        do: first_account(params),
        else: {:error, :setup_authorization_required}
    else
      invited(params["token"])
    end
  end

  defp first_account(%{"username" => username}) do
    %User{}
    |> User.changeset(%{"username" => username})
    |> Ecto.Changeset.apply_action(:insert)
    |> case do
      {:ok, account} -> {:ok, account.username}
      {:error, _changeset} -> {:error, :invalid_username}
    end
  end

  defp first_account(_params), do: {:error, :username_required}

  defp invited(token) do
    case Invitations.fetch(token) do
      nil -> {:error, :invitation_unknown}
      invitation -> {:ok, invitation.username}
    end
  end

  @impl true
  def register(conn, key_attrs, username, params) do
    registration_multi(username, conn, params["token"], key_attrs)
    |> Repo.transaction()
    |> case do
      {:ok, %{account: account, recovery_codes: codes}} ->
        {:ok,
         conn
         |> Gate.log_in(account)
         |> put_session(:recovery_codes, codes)
         |> json(%{redirect: "/recovery-codes"})}

      {:error, :account, %Ecto.Changeset{} = changeset, _changes} ->
        if Ithibati.Schema.User.identifier_taken?(changeset),
          do: {:error, :username_taken},
          else: {:error, :invalid_username}

      {:error, _step, reason, _changes} ->
        {:error, reason}
    end
  end

  @impl true
  def authenticate(conn, account),
    do: {:ok, conn |> Gate.log_in(account) |> json(%{redirect: "/inside"})}

  @impl true
  def recovered(conn, account, nil), do: authenticate(conn, account)

  def recovered(conn, account, fresh) do
    {:ok,
     conn
     |> Gate.log_in(account)
     |> put_session(:recovery_codes, fresh)
     |> json(%{redirect: "/recovery-codes"})}
  end

  defp registration_multi(username, conn, token, key_attrs) do
    account = User.changeset(%User{}, %{"username" => username})

    if Instance.needs_setup?() do
      Multi.new()
      |> Multi.insert(:account, account)
      |> Instance.claim(authorization: get_session(conn, :initial_claim_authorization))
      |> Grant.with_key_and_codes(key_attrs)
    else
      case Invitations.fetch(token) do
        nil ->
          Multi.new() |> Multi.error(:invitation, :invalid_invitation)

        invitation ->
          Multi.new()
          |> Multi.insert(:account, account)
          |> Invitations.accept(invitation)
          |> Grant.with_key_and_codes(key_attrs)
      end
    end
  end

end
Instance.needs_setup?/0 selects the path for the request. Instance.claim/2 enforces the
one-time claim inside the transaction, including when two people try concurrently. A losing
claim returns {:error, :bootstrap, :already_claimed, changes} and rolls back the account.
A missing, expired or rotated proof returns :setup_authorization_required under the same step.
Invitations.fetch/1 returns a pending, unexpired invitation or nil. The handler checks again
at completion and handles nil before calling accept/3. An invitation can expire or be spent
between the challenge and the response.
Invitations.accept/3 checks the invitation's state again when it writes. It also compares its
identifier with the account inserted by the :account step. A mismatch returns
:identifier_mismatch; an invitation that can no longer be accepted returns :invalid_invitation.
Build the account from the approved username argument. The final request's token may
differ from the one used to obtain the challenge. Rebuilding the account from that token's
invitation would bypass the binding to the identifier originally approved.
Missing, unknown, expired and spent tokens all receive :invitation_unknown at the challenge
step in this example. Your page can show one message for them.
4. Add the invitation page
Add live "/invite/:token", InviteLive inside the public live_session in your router.
Create lib/my_app_web/live/invite_live.ex:
defmodule MyAppWeb.InviteLive do
  use MyAppWeb, :live_view

  alias Ithibati.Identity.Invitations

  @impl true
  def mount(%{"token" => token}, _session, socket) do
    {:ok, assign(socket, token: token, invitation: Invitations.fetch(token), error: nil)}
  end

  @impl true
  def handle_event("accept", _params, socket),
    do: {:noreply, push_event(socket, "ithibati:register", %{token: socket.assigns.token})}

  def handle_event("ithibati:failed", %{"error" => error} = payload, socket),
    do: {:noreply, assign(socket, error: message(error, payload["exception"]))}

  def handle_event("ithibati:done", _payload, socket), do: {:noreply, socket}

  defp message("ceremony_failed", name) when is_binary(name),
    do: "Your browser refused: #{name}."

  defp message(error, _name), do: message(error)

  defp message("invitation_unknown"), do: "This invitation is unavailable or has expired."
  defp message("invalid_invitation"), do: "This invitation is no longer available."
  defp message("identifier_mismatch"), do: "This invitation does not match the registration."
  defp message("already_claimed"), do: "Somebody has already set this instance up."
  defp message("ceremony_cancelled"), do: "The passkey prompt was dismissed or timed out."
  defp message("already_enrolled"), do: "That passkey is already registered."
  defp message("no_challenge"), do: "That registration is no longer available. Start again."
  defp message(_other), do: "Registration could not finish. Please try again."

  @impl true
  def render(assigns) do
    ~H"""
    <Layouts.app flash={@flash}>
      <p :if={@invitation}>
        The account will be called <strong>{@invitation.username}</strong>.
      </p>

      <div :if={is_nil(@invitation)} class="alert alert-error">
        <span>This invitation has been used already, or it has expired.</span>
      </div>

      <div :if={@error} class="alert alert-error">{@error}</div>

      <.button :if={@invitation} phx-click="accept" variant="primary">
        Accept with a passkey
      </.button>

      <div
        id="passkey"
        phx-hook="Ithibati.Web.Hooks.PasskeyCeremony"
        data-registration-challenge-url={~p"/auth/registration/challenge"}
        data-registration-url={~p"/auth/registration"}
        data-authentication-challenge-url={~p"/auth/authentication/challenge"}
        data-authentication-url={~p"/auth/authentication"}
        data-recovery-url={~p"/auth/recovery"}
      >
      </div>
    </Layouts.app>
    """
  end
end
The page sends the token with ithibati:register; the hook forwards it to both registration
endpoints. It displays the invitation's identifier without offering to change it.
The fallback above covers other failures. For a richer interface, share a message module
between this page and sign-in and cover the library codes listed in
Handling failures.
5. Update the sign-in page
The public page should offer registration only while the instance needs its first account.
In MyAppWeb.SignInLive, alias Ithibati.Identity.Instance and replace mount/3 with:
@impl true
def mount(_params, session, socket) do
  setup = Instance.needs_setup?()

  {:ok,
   assign(socket,
     username: "",
     error: nil,
     setup: setup,
     setup_authorized?: setup and Instance.authorized?(session["initial_claim_authorization"])
   )}
end
Show a regular, CSRF-protected form that posts the operator code to an application controller
while @setup and not @setup_authorized?. Only offer the username registration form when
@setup and @setup_authorized?:
<.form :if={@setup and not @setup_authorized?} for={%{}} action={~p"/setup-code"}>
  <.input name="setup_code" type="password" value="" label="Operator code" required />
  <.button>Continue</.button>
</.form>
Add :if={@setup and @setup_authorized?} to the existing username registration form.
Add post "/setup-code", SetupController, :authorize to the CSRF-protected browser scope. The
controller calls Instance.authorize_code/1, stores the returned proof under
:initial_claim_authorization in the session, sets Cache-Control: no-store, and redirects
back to the page. The
invitation-only example
has the complete controller. Include "setup_code" in Phoenix's :filter_parameters so request
logs hide it. Apply an application or edge rate limit to this public POST.
Keep the sign-in button, recovery form and hook outside that conditional form. Add these
clauses before the existing catch-all message/1 clause:
defp message("already_claimed"), do: "Somebody has already set this instance up."
defp message("setup_authorization_required"), do: "Enter the current operator code first."
defp message("invitation_unknown"), do: "Registration now needs a valid invitation link."
defp message("invalid_invitation"), do: "This invitation is no longer available."
defp message("identifier_mismatch"), do: "This invitation does not match the registration."
The page's setup assign controls presentation. The transaction remains the authority when
another person claims the instance while the page is open.
6. Issue and deliver a link
Create invitations from an application action restricted to accounts allowed to invite others.
For a first development check, run this in iex -S mix after claiming the instance:
{:ok, invitation} =
  %MyApp.Accounts.Invitation{}
  |> MyApp.Accounts.Invitation.changeset(%{"username" => "second_person"}, days: 14)
  |> MyApp.Repo.insert()

MyAppWeb.Endpoint.url() <> "/invite/" <> invitation.token
The returned struct carries the plaintext token; a later database read does not recover it.
Deliver the link to its intended recipient, manually or through the optional
email delivery integration.
An invitation is a bearer secret: whoever holds the link can accept it. In an application keyed
by email, mailing the token to that address can form the application's address-verification
flow, because acceptance binds the account to the invitation's identifier. The token alone does
not establish how its current holder obtained the link.
7. Check the flow
Run mix ithibati.doctor, then try this on a fresh development instance:
	Issue a code with the application-owned operator command, then open / and enter it.
	Create the first account with a passkey.
	Sign out. The public page should no longer offer open registration.
	Create an invitation through the console or your authorized invitation action.
	Open the link and register its account with a passkey.
	Save the codes and confirm access to /inside.
	Open the same link again. It should be unavailable.

The bootstrap claim survives deletion of the account that made it. Use a fresh development
database for another first-claim walkthrough; deleting an account is not a setup reset.
Composing additional application steps
The account insertion comes before Instance.claim/2, Invitations.accept/3 or
Grant.with_key_and_codes/3. Each reads the account from the :account step; pass
account: :person if your insertion uses another name.
Put invitation acceptance, bootstrap claims and application steps that can refuse before the
grant. A failed Ecto.Multi result can contain earlier step results, including plaintext
recovery codes, so do not log the whole tuple.
For acceptance outside a WebAuthn ceremony, Invitations.account_attrs/1 supplies the
invitation's identifier for account creation. In a ceremony, continue using the approved subject
as the handler above does.
If your transaction also updates another singleton row, acquire it and the bootstrap row in a
consistent order throughout the application and its fixtures to avoid deadlocks.
Housekeeping
Invitations.expired/0 returns expired, unaccepted invitations. Invitations.delete_expired/0
deletes them and returns the count. Ithibati schedules no cleanup job; expired links are refused
whether or not the rows have been removed.
Showing and withdrawing pending invitations
Invitations.pending_query/0 returns the query that finds unaccepted, unexpired invitations —
the same predicate fetch/1 applies to a token. Narrow it with whatever the application's own
columns call for, then run it with your repo:
import Ecto.Query

from(i in Ithibati.Identity.Invitations.pending_query(),
  where: i.site_id == ^site.id,
  order_by: [asc: i.email],
  preload: [:invited_by]
)
|> MyApp.Repo.all()
Invitations.pending/0 returns all of them for an application that needs no scoping.
An invitation also carries invited_by_id. The changeset does not cast it: who is inviting is
known to the caller and to nobody else, so an application that hands a form's params straight
through cannot let a visitor name whoever they like. Put it there yourself:
%MyApp.Accounts.Invitation{}
|> MyApp.Accounts.Invitation.changeset(attrs)
|> Ecto.Changeset.put_change(:invited_by_id, inviter.id)
It is nullable: rows written before the column existed have none.
The column, not the association
Ithibati declares invited_by_id and stops there. Write the association yourself when you
want one:
schema "invitations" do
  ithibati_invitation()
  belongs_to :invited_by, MyApp.Accounts.User, define_field: false
end
Declaring it in the macro would need the account schema while your invitation schema compiles,
which would pin user_schema to compile time — a third setting frozen at build, beside
users_key_type and table_prefix. It would also stop compiling for any application that had
already written the association by hand, because Ecto refuses a field declared twice.
Invitations.withdraw/1 takes one back and returns {:ok, invitation}, or
{:error, :already_accepted} when the row was accepted or is no longer there. It rechecks the
acceptance inside its delete, so a withdrawal cannot remove an invitation that is being redeemed
at that moment. Take the list and the withdrawal from the same predicate: a page that can show
an invitation it cannot withdraw, or withdraw one it does not show, is the same bug twice.
Email delivery
Ithibati.InvitationMail sends an existing link through two application functions. It does
not create a second kind of invitation. Keep the schema, token generation, expiry and acceptance
flow above, and call delivery after the invitation has been persisted successfully.
For a Phoenix application with an existing Swoosh mailer, create
lib/my_app/invitation_email.ex:
defmodule MyApp.InvitationEmail do
  import Swoosh.Email

  def content(url, _context) do
    {:ok, %{subject: "Your invitation", text: "Complete your registration: #{url}"}}
  end

  def deliver(recipient, content) do
    new()
    |> to(recipient)
    |> from({"My application", "invites@example.com"})
    |> subject(content.subject)
    |> text_body(content.text)
    |> html_body(Map.get(content, :html))
    |> MyApp.Mailer.deliver()
  end
end
Configure these functions:
config :ithibati, :invitation_mail,
  enabled: true,
  content: &MyApp.InvitationEmail.content/2,
  deliver: &MyApp.InvitationEmail.deliver/2
The content callback receives the full URL and optional context: (default %{}). Return
{:ok, %{subject: subject, text: text}} or include html: html for a multipart message. Subject
and text must be non-empty strings. The callback can render application templates and handle
localization; escape dynamic values in HTML. MJML and other template tools can live behind this
callback, without becoming dependencies of Ithibati. The delivery callback receives the recipient
and the content map, and returns {:ok, receipt} or {:error, reason}. A mailer other than Swoosh
works through the same contract.
An authorized admin action can pass the link it already generated:
url = MyAppWeb.Endpoint.url() <> "/invite/" <> invitation.token
Ithibati.InvitationMail.deliver("recipient@example.com", url)
Use a trusted endpoint URL, not a request-supplied host. In the email registration scenario,
the email address is both the account identifier and the recipient address. Send to the same
normalized email stored on the invitation; do not collect a second address. The username-based
example in this guide instead supplies a separate delivery address because a username is not a
mailbox. Delivery validates the address's shape using
Ithibati.Schema.Identifier.email_format/0, not its existence. Following a bearer link proves
possession of that link; sending a message alone does not verify mailbox ownership, and a
forwarded link can be used by its holder. This API adds no verified-email field to an account.
Open registration through email
Keep public registration policy in the application. When public registration and mail
sending are enabled in the email registration scenario, the initial form collects one email
address. That address is the identifier on both the invitation and the eventual account, and
also the mail recipient. The application creates an invitation through its existing schema and
repo, then calls Ithibati.InvitationMail.deliver/2 with the invitation's normalized email and
the resulting link. Do not start a passkey ceremony at
this point. The email opens the existing invitation page, whose handler requires a valid token
at both the challenge and completion steps and accepts it in the account transaction.
See the runnable email-registration example.
IthibatiEmail.Registration creates and sends invitations, IthibatiEmail.InvitationEmail
connects to its Swoosh mailer, and IthibatiEmailWeb.SignInLive requests the link automatically.
There is one email field, and even the first account requires a link. The development mailbox
at /dev/mailbox lets you inspect the message and follow its link without real email delivery.
The invitation-only example
uses usernames and a separate first-instance bootstrap. The ordinary
open-registration example
continues to demonstrate registration without email.
Without mail configuration, delivery is disabled and existing registration handlers continue to
work as written. Do not silently bypass a required invitation when sending fails. Give public
requests a neutral response regardless of whether an identifier already exists, and apply rate
limits per source and recipient before issuing invitations. A generic response does not by
itself remove timing differences. Authorization for admin actions remains in the application.
Transactions, failures and retries
Call delivery only after the outermost invitation transaction commits. Calls inside the
configured repo's transaction return {:error, :transaction_in_progress} before rendering or
sending. Delivery does not enqueue work for later and cannot inspect transactions in other
processes or repos; the caller must ensure the link refers to a committed invitation.
A successful send returns {:ok, receipt}; disabled delivery returns {:ok, :disabled}.
Input/configuration errors are {:error, :invalid_recipient}, {:error, :invalid_url} or
{:error, :invalid_configuration}. Callback errors are tagged as {:error, {:content, reason}}
or {:error, {:delivery, reason}}; a malformed result uses :invalid_result as the reason.
Callback exceptions propagate as programming errors. Do not log complete callback failures,
content maps or URLs if they contain secrets or recipient data.
Rendering or delivery failure does not undo an already committed invitation. Retry with the
same URL while it is still held in memory. A transport failure can be ambiguous and a retry
may send a duplicate. Once the plaintext token is lost, a database read cannot recover it:
issue another invitation through the existing schema flow. If replacement should invalidate
older invitations, revoke them in application code; creating a new invitation does not do that
automatically. Existing links remain subject to their expiry and single-use acceptance checks.
No plaintext-token storage, queue or scheduling service is introduced by this integration.


  

    Recovery codes

Recovery codes provide access when a passkey is unavailable. A default batch contains twelve
codes, each usable for one sign-in. The application receives the plaintext batch when it is
issued; the database stores only SHA-256 digests.
alias Ithibati.Identity.RecoveryCodes

RecoveryCodes.regenerate(account)
RecoveryCodes.remaining(account)
RecoveryCodes.redeem(code)
	Function	Result
	regenerate/2	A new list of plaintext codes; all previous codes are invalidated
	remaining/1	The number of unused codes
	redeem/2	{:ok, account, fresh_or_nil} or {:error, :invalid}

Issuing and showing codes
Account creation normally issues the first batch through
Ithibati.Identity.Grant.with_key_and_codes/3. Retrieve :recovery_codes from the successful
transaction and show them to the person. Getting started
provides a controller and template that clear the temporary session entry when rendering them.
To replace a batch later, call regenerate/2 from an authenticated account-management flow:
codes = RecoveryCodes.regenerate(account, count: 20)
Display the returned list and explain that the old codes no longer work. count: defaults to
twelve and accepts a non-negative integer. A count of zero invalidates the old batch and issues
no replacements; other invalid values raise ArgumentError.
Each code contains ten random bytes encoded as sixteen lowercase base32 characters. Treat the
plaintext batch as a credential: it belongs in the person's saved copy, not application logs.
Redeeming a code
redeem/2 spends the code and returns the account. It does not issue a session:
case RecoveryCodes.redeem(code) do
  {:ok, account, nil} ->
    {:signed_in, account}

  {:ok, account, fresh} ->
    {:signed_in_with_new_codes, account, fresh}

  {:error, :invalid} ->
    {:error, :invalid_code}
end
These tagged results illustrate the three branches; your application chooses the resulting
session and response.
When the last unused code is spent, the same transaction issues a fresh batch. Preserve that
third return value and display it. If all passkeys are unavailable, spending the last code
without keeping its replacements can leave the user locked out when the current session ends.
The stored digests cannot recover the plaintext batch. This is why refill is enabled by default
and the web handler requires recovered/3 to handle the result explicitly.
Concurrent redemptions lock the account row so the final count and refill are coordinated.
Disable automatic refill when your flow requires it:
RecoveryCodes.redeem(code, refill: false)
An unknown code and a spent code both return {:error, :invalid}. The caller is not told
whether a submitted value was once valid.
Signing in with one
The Phoenix mount includes POST /recovery, under the scope you chose. It takes a code,
redeems it and calls the required recovered/3 handler callback.
In a handler that imports json/2 and put_session/3 and aliases Ithibati.Web.Gate as Gate:
@impl true
def recovered(conn, account, nil), do: authenticate(conn, account)

def recovered(conn, account, fresh) do
  {:ok,
   conn
   |> Gate.log_in(account)
   |> put_session(:recovery_codes, fresh)
   |> json(%{redirect: "/recovery-codes"})}
end
The first clause follows normal sign-in. The second preserves and displays the new batch.
The redirect causes a full page load after the session is renewed.
Start recovery from a LiveView form:
def handle_event("recover", %{"code" => code}, socket) do
  {:noreply, socket |> assign(error: nil) |> push_event("ithibati:recover", %{code: code})}
end
Set data-recovery-url={~p"/auth/recovery"} on the hook element. A rejected code returns
ithibati:failed with invalid_code. A browser exchange failure returns recovery_failed;
a lost response does not establish whether the server spent the code.
Recovery must be reachable by someone who cannot sign in. Apply application-level rate limiting
to this endpoint, as you do to sign-in. Ithibati does not track attempts or supply that limiter.
Checking the flow
Verify that a code signs in once, fails on reuse, and stops working after regeneration.
Also exercise the last-code path: the fresh batch should appear, and the application should
retain no temporary display entry after it is read.


  

    Setup checks

Run mix ithibati.doctor in the consuming application after configuring Ithibati and running
migrations. It starts your application and checks the integration against its database.
$ mix ithibati.doctor

A healthy run ends with Nothing to fix. and exits zero. Failures are labelled bad; optional
checks that do not apply are labelled skip. Fix the reported setup and rerun the command.
What it checks
The doctor combines configuration validation with checks that require a running application:
	Area	What to check when it fails
	Account configuration	user_schema names the expected schema and repo names the Ecto repo
	Database adapter	The repo uses Ecto.Adapters.Postgres, Ecto.Adapters.SQLite3 or Ecto.Adapters.MyXQL
	Database connection	The repo is started and reachable; SQLite foreign keys are enabled; MySQL uses READ COMMITTED and enabled foreign-key checks; neither uses schema prefixes
	Ithibati tables	Migrations ran with the same table-name prefix used by the compiled schemas
	Account primary key	The database column matches users_key_type and has the required uniqueness
	Account identifier	The column exists and has the required unique index
	Invitation table	When configured, the table exists and token_hash has its unique index
	Handler callbacks	Each discovered handler implements the four required callbacks
	Mounted handlers	Router mounts refer to available handler modules
	Session validity	The value uses a positive count and a supported unit
	Initial claim	The configured mode is :open or :operator_code; the version 3 code table exists
	WebAuthn configuration	No unused wax_ origin or RP-ID settings are misleading the integration

The complete set is defined in Ithibati.Doctor; this table groups related checks by the action
you can take. Configuration and schemas explains the settings and indexes.
Common fixes
Unsupported database adapter
Ithibati supports PostgreSQL, SQLite and MySQL for catalogue checks and credential locking. The doctor
checks the repo's adapter before issuing SQL. With another adapter, it reports the repo and
adapter names and skips connection, table and index checks. Independent configuration and
web-integration checks still run.
Configure Ithibati with a repo using Ecto.Adapters.Postgres, Ecto.Adapters.SQLite3 or Ecto.Adapters.MyXQL. This check does not require a
connection, but the Mix task still starts your application before running the doctor.
Missing tables or an unexpected prefix
Run your migrations against the same database the application uses. table_prefix: "auth"
means names such as auth_sessions; it does not select a PostgreSQL schema.
SQLite supports only the unprefixed main database. On PostgreSQL, the doctor uses the repo's
default migration schema prefix. If you migrated with an explicit
mix ecto.migrate --prefix tenant1, compare that with the schema named in the report.
Missing identifier index
A changeset validation alone cannot prevent concurrent registrations from storing the same
identifier. Restore the unique index required by the account schema. If you chose
unique_index: false, your own migration must maintain it.
Invitations enabled after initial setup
Ithibati's original migration is already recorded as applied. Creating the invitation table
later must also create its token index. Use Ithibati.Migration.invitation_index(version: 4)
in that migration, as shown in the invitation guide.
Invitation table without the inviter column
ithibati_invitation/0 declares invited_by_id from version 4, so every invitation query asks
for it. A table created before then still has to gain it, and the migration that built it has
already run. Add the column in a new migration with
Ithibati.Migration.invitation_inviter_column(version: 4), as the
invitation guide shows. The same check refuses a column
whose type does not match config :ithibati, users_key_type:.
Missing handler callback
Implement registration_subject/2, register/4, authenticate/2 and recovered/3.
The recovery callback must handle both nil and a fresh code batch. See
Recovery codes.
Unused wax_ settings
Ithibati passes the relying-party ID and origin explicitly. Configure the endpoint's public
URL or implement the handler's optional relying_party/2 callback, as described in
The relying party.
Add it to a check command
In your application's mix.exs, include the doctor in a check alias after compilation:
defp aliases do
  [precommit: ["compile --warnings-as-errors", "ithibati.doctor", "test"]]
end
Merge this into your existing aliases. The environment running it needs working application
configuration, a started repo and a reachable, migrated database.
For a programmatic result, call Ithibati.Doctor.examine/1 with the application's name. It
returns the findings as data without requiring Mix. Call it once the relevant application
processes and repo are available.
What to verify separately
The doctor checks installation state. It does not exercise templates, asset imports, browser
passkey prompts or your application's authorization policy. Complete the browser flow at the
end of Getting started as well.
Credo checks complement it by inspecting integration code.


  

    Credo checks

Ithibati ships three optional checks for consuming applications. Enable them in your existing
.credo.exs configuration to catch direct table access, unused WebAuthn settings and calls to
internal functions.
Enable the checks
Include config/ in the files Credo reads; the WebAuthn configuration check needs it.
Merge these entries into your configuration:
# .credo.exs
%{
  configs: [
    %{
      name: "default",
      # `config/` is not in Credo's default list, and the wax rule has nothing to read without it.
      files: %{included: ["lib/", "test/", "config/"]},
      checks: %{
        extra: [
          {Ithibati.Credo.NoDirectTableAccess, []},
          {Ithibati.Credo.NoWaxConfiguration, []},
          {Ithibati.Credo.NoInternalCalls, []}
        ]
      }
    }
  ]
}
Run compilation before Credo so the check modules are available:
$ mix compile
$ mix credo --strict

If Credo reports Ignoring an undefined check, that check did not run. Confirm that Credo is
installed in the current environment and Ithibati was compiled with it available.
What each check reports
	Check	Reports	Use instead
	Ithibati.Credo.NoDirectTableAccess	Queries and repo operations naming Ithibati-owned schemas or tables	Public identity functions, or supported account associations
	Ithibati.Credo.NoWaxConfiguration	wax_ settings for origin and rp_id	Per-call arguments or the web handler's relying-party callback
	Ithibati.Credo.NoInternalCalls	Calls to undocumented Ithibati functions	Documented APIs

Use mix credo explain for a finding's explanation. The check modules' documentation describes
the individual rules.
Limits
These are static checks, not runtime access controls. Enablement is optional and a clean run
only describes the code the checks can inspect.
NoDirectTableAccess recognizes schema references in queries and repo calls, including joins,
and table-name strings using your configured prefix. It does not inspect raw SQL inside a
string. Account associations are allowed; for example, an application may revoke an account's
sessions with Repo.delete_all(Ecto.assoc(account, :sessions)).
NoInternalCalls permits generated reflection functions such as __schema__/1 and
__struct__/0. It cannot classify a module whose documentation chunk was stripped, and it
skips ambiguous aliases when the same short name means different modules within a file.
Use mix ithibati.doctor alongside these checks to inspect actual configuration,
tables, indexes and handler wiring.


  

    Changelog

All notable changes to this project are documented here. The format follows
Keep a Changelog, and the project adheres to
Semantic Versioning.
Releases that change the database schema state the new schema version and the required
migration. Add a migration calling Ithibati.Migration.up(from: <old>, version: <new>) when
upgrading to one of those releases.
0.6.2 - 2026-09-23
Versions 0.6.0 and 0.6.1 were tagged and never published. 0.6.0's commit failed the MySQL and
SQLite legs and the release workflow did not ask them; 0.6.1's release job could not read its own
version, because the step that fetched the dependencies stayed behind when those legs moved into
a shared workflow. Both tags stay, because version tags here are permanent, and a tag run always
uses the workflow file from the commit it points at. Nothing was ever on hex.pm under either
number; upgrade from 0.5.0 straight to this one.
Upgrading from 0.5.0
Database schema version is now 4. An application that uses invitations and created its table
before this release adds the inviter column with a new migration:
def change do
  alter table(:invitations) do
    Ithibati.Migration.invitation_inviter_column(version: 4)
  end
end
Ithibati's own tables do not change in version 4, so up(from: 3, version: 4) succeeds and
builds nothing. Write it if your deployment steps through versions; it is not required.
Keep older migrations pinned. invitation_columns/1 produces the column only from version: 4,
so a migration file already written goes on producing the table it produced then and a rebuilt
database does not receive it twice. An application that does not use invitations has nothing to
do. See Upgrading the database schema.
Added
	format: and format_message: accept {module, function} as well as a literal. Ithibati asks
on every changeset, so an application whose identifier is a name in one deployment and an
address in another can leave the validating here instead of writing it again in its own
changesets. The literal form is unchanged. identifier: stays a literal atom: it names a
column, and a deployment cannot choose one. See
Configuration.
	invited_by_id on the invitation schema, set by the caller with put_change/3 rather than
cast — who is inviting is known to the caller and to nobody else, least of all to a form — and
Ithibati.Migration.invitation_inviter_column/1 for a table that predates it. The column and
not the association: declaring belongs_to in the macro would pin user_schema to compile
time and would stop compiling for an application that had already written it by hand. See
Invitations.
	Ithibati.Identity.Invitations.pending_query/0, pending/0 and withdraw/1. The module could
open an invitation and accept it, but an application could not see what was outstanding or take
one back, so every consumer wrote the same three queries against a schema this library
declares. pending_query/0 hands over the predicate fetch/1 uses, for the application to
scope, order and preload; withdraw/1 rechecks the acceptance inside its delete, so a
withdrawal cannot remove an invitation that is being redeemed at that moment. See
Invitations.
	mix ithibati.doctor asks whether the invitation table has the inviter column, and whether its
type matches users_key_type. This is the one version 4 failure no migration can catch: the
migration that built the table has already run and will not run again, so an installation that
lifts the library and writes nothing new compiles, migrates and starts, and misses the column
at its first invitation.

Changed
	Ithibati.Identity.Instance.issue_code/0 and authorize_code/1 answer
{:error, :claim_is_open} when initial_claim is not :operator_code. They raised an
ArgumentError before, which a caller could not tell apart from a misconfigured repository
raising the same kind of error from the same call. A mode that is neither :open nor
:operator_code still raises: that is a mistake in the configuration, not a state.
An application that guarded these calls to avoid the raise can drop its guard. One that
rescued ArgumentError around them must stop, or it will swallow the configuration error it
was never meant to catch.


0.5.0 - 2026-09-20
Upgrading from 0.4.0
Database schema version is now 3. Existing installations must add a new application migration
before deploying a release with this change:
def up, do: Ithibati.Migration.up(from: 2, version: 3)
def down, do: Ithibati.Migration.down(from: 2, version: 3)
Keep older migrations pinned. Version 3 adds the operator-code digest table; it preserves
existing accounts, passkeys and sessions. Apply the migration even if the application keeps the
default initial_claim: :open. See Upgrading the database schema.
Added
	Optional initial_claim: :operator_code protects the first-account claim with an
operator-issued code. Ithibati.Identity.Instance issues and rotates the code, exchanges it
for a ten-minute authorization, and consumes that authorization in the account transaction.
The default :open mode preserves existing claim behavior. See
Invitations and the first account.
	The invitation-only example demonstrates the operator command, code form and protected
registration handler. mix ithibati.doctor checks the new table and configuration.

0.4.0 - 2026-09-18
Upgrading from 0.3.0
No database migration is required; Ithibati's database schema remains at version 2.
Invitation mail is opt-in. Existing registration handlers continue to work without mail
configuration.
Added
	A third Phoenix example, examples/email_registration, demonstrates one email address as
account identifier and mail recipient, a development mailbox preview, and passkey registration
through emailed invitation links, including for the first account.

	Optional delivery of existing invitation links with Ithibati.InvitationMail, using
application-owned content and mailer callbacks. Supports text and optional HTML, explicit
delivery errors and a guard against sending inside a transaction. The invitation example
demonstrates opt-in public registration by email through its existing acceptance flow.


0.3.0 - 2026-09-18
Breaking changes
	Database schema version is now 2. Existing installations must add a migration calling
Ithibati.Migration.up(from: 1, version: 2) before serving requests with this release.
The new challenge table preserves existing accounts and credentials. Keep older migrations
pinned; rollback uses Ithibati.Migration.down(from: 1, version: 2) with the older application.
See Upgrading the database schema.
	Challenge consumption now rejects outer application transactions, which could restore a
consumed challenge on rollback. Transactions inside handler callbacks remain supported.
See Challenge storage.
	Require Elixir 1.18 or newer because the ExSlop development checks require it. The project
deliberately keeps one supported floor for consumers and development tooling.
	Removed table_oid/3 from Ithibati.Catalogue; use Ithibati.Catalogue.table/3 instead.

Changed
	Prepare identity transactions before lock queries and avoid redundant MySQL isolation checks
within prepared operations; connection isolation is still checked at each identity entry point.
	Route all catalogue metadata through the repo's adapter and report unsupported adapters clearly.
	Database catalogue queries and storage types live in separate PostgreSQL, SQLite and MySQL
modules.

Fixed
	Treat empty adapter probe key-type and UUID-storage environment variables as defaults,
including their build directories, so inherited blank CI matrix values do not abort probes.
	Compile project checks before every mix credo invocation, including the precommit gate,
so restored CI build caches cannot run outdated architecture rules against current source.
	WebAuthn challenges are consumed atomically in the database before verification, including
failed attempts. Replaying the original session cookie no longer allows a signed assertion
or registration response to be accepted again. Outstanding pre-upgrade challenges are refused;
clients must start a new ceremony.

Added
	Account-wide session revocation with Sessions.revoke_all/1 and browser logout with
Gate.log_out_all/1, including disconnect broadcasts for revoked sessions. See
Sign out everywhere.
	Sessions.delete_expired/0 for application-scheduled session maintenance. See
Session cleanup.
	ExSlop checks run through the existing Credo development and CI gate.
	Separate PostgreSQL, SQLite and MySQL adapter probes characterize storage and transaction
behavior independently of the PostgreSQL suite.
	SQLite migrations, setup diagnosis and identity operations, including safe credential
transactions and authentication without joined RETURNING. Supports integer account keys
and UUIDs stored as text or binary; requires enabled foreign keys and the main database.
	MySQL 8.4/InnoDB support with exact UUID/BIGINT foreign-key types, bounded binary indexes,
migration preflight and partial-installation cleanup, and transactional mutation results.
Requires READ COMMITTED on every connection; deadlocks and timeouts are not retried.
	CI coverage for PostgreSQL capability probes, SQLite text/binary UUIDs and integer keys,
and MySQL 8.4 UUID/integer keys.
	Concise setup for all three databases in Configuration,
with storage, transaction and migration recovery details in Database behavior.

0.2.0 - 2026-09-17
Upgrading from 0.1.3
No database migration is required; Ithibati's database schema remains at version 1.
Public schema options, changeset functions and handler callbacks remain compatible.
Rebuild browser assets to include the new exception detail in ithibati:failed events.
Existing handlers for these events can continue reading the error field.
The undocumented __changeset__ helpers in Ithibati.Schema.User and
Ithibati.Schema.Invitation now take an options map at arities 3 and 4, previously 6 and 7.
Applications should use their schema's generated changeset functions instead of calling these
internal helpers directly.
Added
	Ithibati.Migration.invitation_columns/1 accepts type: for the identifier column, such as
:citext. The default remains :string; applications provide any required database extension.
	mix ithibati.doctor checks that each route mount names an available handler with all required
callbacks. This catches missing handlers before the first sign-in request.
	Ithibati.Ceremony.codes/0 lists the library's ceremony failure codes, so applications can test
that their error messages cover each one.
	ithibati:failed includes an exception field with the browser's DOMException name, or nil.
This preserves diagnostic details, such as SecurityError, alongside the error code.
	A configuration and schema reference covering identifiers, indexes,
primary keys and migrations.
	mise run docs builds the documentation and serves a local preview at http://127.0.0.1:8000.
The preview server requires Python 3.

Changed
	Schema macros carry their options as one map, so adding an option no longer changes the
internal changeset arities. Public schema APIs and validation behavior are unchanged.
	Reorganized the README and guides around setup and common integration tasks, with configuration
variants in a separate reference page.
	Reworked module and function documentation to state inputs, results and failure behavior.
Shortened internal comments while preserving transaction and concurrency guarantees.

Fixed
	Corrected the contributor instructions for both browser examples and the username-format
reference. Restored concise explanations of origin trust, RP IDs, recovery-code delivery,
integer foreign keys and current test-coverage limits.
	mix ithibati.doctor reports unsupported database adapters before issuing SQL and skips
dependent database checks, instead of failing with a connection or catalogue-query error.
	Corrected documentation for needs_setup?/0, default passkey labels and identifier-index
metadata, and replaced the enum migration example with its database storage type.
	Documented the existing recovery_failed error code and clarified that a failed browser
exchange does not establish whether the server spent the code.
	Completed the invitation walkthrough, including handling invitations that expire or are
accepted between the challenge and registration requests.
	Corrected the identifier-index guidance: an application-managed index must guarantee uniqueness
of the identifier alone across the whole table. Partial and composite indexes do not qualify.

0.1.3 - 2026-09-16
Fixed
	Naming a handler in a route mount no longer creates a compile-time dependency on that module.
Changes to the handler or its dependencies no longer trigger unnecessary router recompilation.

0.1.2 - 2026-09-16
Added
	format_message: on Ithibati.Schema.User and Ithibati.Schema.Invitation lets applications
customize the validation message for an identifier that does not match its format.

Fixed
	Registration now reports already_enrolled when the browser refuses a credential it already
holds. Previously, this was reported as ceremony_failed. Browser and server refusals now use
the same code for an already-enrolled credential.

Documentation
	Documented the need for consistent lock ordering when a transaction writes to both Ithibati's
bootstrap row and an application-owned singleton row. See
Invitations and the first account.

0.1.1 - 2026-09-16
Documentation-only release; library behaviour is unchanged.
Changed
	Revised the README, guides, module documentation and comments for clarity.
	Added an OpenGraph image to the documentation site for link previews.

Fixed
	Corrected four inaccurate comments about repo validation, the doctor's callback list and
internal counts.

0.1.0 - 2026-09-15
Initial release: passkey authentication for Elixir applications, with authorization left to
the application.
Added
	Passkey registration and authentication through WebAuthn and wax_,
including first-account setup and additional passkeys on existing accounts.
	Single-use recovery codes with automatic refill when the last unused code is spent.
	Revocable server-side sessions. The browser holds the secret and the database stores its
SHA-256 digest. Session validity defaults to sixty days and is configurable through
config :ithibati, session_validity:.
	Optional invitations with token generation, expiry and redemption. The application owns the
invitation table and decides what accepting one grants.
	Schema macros for application-owned account and invitation tables.
	Versioned migrations through Ithibati.Migration, called from the application's own migrations.
Invitation column and index helpers support adding invitations after initial setup. Migrations
check required columns and types and report missing identifier or token-hash columns before
attempting to index them.
	An optional Phoenix integration with ceremony routes, a session gate and a LiveView browser
hook. Phoenix, LiveView and Plug are optional dependencies used together.
	mix ithibati.doctor with twelve setup checks, including invitation-token uniqueness and
required handler callbacks.
	POST /recovery for signing in with a recovery code. The handler's recovered/3 callback
receives the account and any replacement code batch to display.
	Three optional Credo checks for consuming applications.



  

    Licence


MIT License

Copyright (c) 2026 Oliver Andrich

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.



  

    
Ithibati 
    



      
Passkey authentication for Elixir applications.
Ithibati manages WebAuthn credentials, recovery codes and revocable sessions while the
application owns its account schema and authorization rules. Optional invitations supply
tokens, expiry and redemption; the application decides what accepting one grants.
Getting started builds a Phoenix integration.
The overview describes the architecture and the guides available.

      




  

    
Ithibati.Challenge 
    



      
Stores the digest and expiry of an outstanding WebAuthn challenge.

      




  

    
Ithibati.InvitationMail 
    



      
Delivers existing invitation links through application-owned content and mailer functions.
This module does not create invitations or change registration policy. Call it after the
invitation's transaction commits. It refuses delivery inside the configured repo's transaction.
For email identifiers, pass the invitation's normalized email as the recipient. Applications
using usernames supply a separate delivery address. Construct the URL from trusted endpoint
configuration, never from an untrusted request host.
Configure :invitation_mail under :ithibati, or pass the complete options per call:
config :ithibati, :invitation_mail,
  enabled: true,
  content: &MyApp.InvitationEmail.content/2,
  deliver: &MyApp.InvitationEmail.deliver/2
The content function receives (url, context) and returns
{:ok, %{subject: subject, text: text}}, optionally with html: html, or {:error, reason}.
It may render application templates; Ithibati requires no template engine. The delivery
function receives (recipient, content) and returns {:ok, receipt} or {:error, reason}.
It owns the sender and adapts this map to the application's existing mailer.
See Invitations for a mailer example, registration integration
and retry semantics.

      


      
        Summary


  
    Functions
  


    
      
        deliver(recipient, url, opts \\ configured())

      


        Renders and sends an existing invitation URL to a single mailbox.



    


    
      
        enabled?(opts \\ configured())

      


        Returns whether invitation mail is explicitly enabled in the supplied or configured options.



    





      


      
        Functions


        


    

  
    
      
    
    
      deliver(recipient, url, opts \\ configured())



        
          
        

    

  


  

Renders and sends an existing invitation URL to a single mailbox.
Options replace configuration rather than merging with it:
	:enabled — opt-in boolean; defaults to false.
	:content — a function of arity two returning subject, text and optional HTML.
	:deliver — a function of arity two calling the application's mailer.
	:context — passed unchanged to the content function; defaults to %{}.

Disabled delivery returns {:ok, :disabled} without invoking either callback. Successful
delivery returns {:ok, receipt}. Expected failures return {:error, reason} where reason
is :invalid_configuration, :invalid_recipient, :invalid_url, :transaction_in_progress,
{:content, reason} or {:delivery, reason}. A malformed callback result uses
:invalid_result as its stage's reason. Callback exceptions propagate as programming errors.
Subject and text must be non-empty strings; HTML is optional. Recipients use the practical
syntax of Ithibati.Schema.Identifier.email_format/0. URLs must be absolute HTTP(S) URLs
without user information. Content functions must escape dynamic values when rendering HTML.
Delivery does not prove receipt or validate the invitation's state. Expiry and single-use
acceptance remain enforced by Ithibati.Identity.Invitations. No token is stored or logged.
A delivery error leaves the existing invitation intact. Retry with the same URL while the
caller still holds it; after losing it, issue a replacement through the existing schema flow.
A transport failure can be ambiguous, so retrying may deliver a duplicate email.

  



    

  
    
      
    
    
      enabled?(opts \\ configured())



        
          
        

    

  


  

Returns whether invitation mail is explicitly enabled in the supplied or configured options.

  


        

      


  

    
Ithibati.SetupCode 
    



      
Stores the current operator-code digest for a protected first account claim.

      




  

    
Ithibati.Identity.Challenges 
    



      
Tracks outstanding challenges in the configured database across application instances.
The transport retains the challenge and its approved subject and policy. This module stores
only a digest and expiry. Consume the record before verification, outside any transaction
that could roll back after a handler fails. Database errors propagate; they never authorize
verification. Applications may schedule delete_expired/0 to remove abandoned challenges.

      


      
        Summary


  
    Functions
  


    
      
        consume(challenge)

      


        Atomically consumes an unexpired challenge, returning :ok or {:error, :no_challenge}.



    


    
      
        delete_expired()

      


        Deletes abandoned, expired challenge records and returns the number removed.



    


    
      
        store(challenge)

      


        Records a newly issued challenge until its timeout expires. Returns :ok.



    





      


      
        Functions


        


  
    
      
    
    
      consume(challenge)



        
          
        

    

  


  

Atomically consumes an unexpired challenge, returning :ok or {:error, :no_challenge}.
Raises ArgumentError inside a transaction: a later rollback must not restore consumption.

  



  
    
      
    
    
      delete_expired()



        
          
        

    

  


  

Deletes abandoned, expired challenge records and returns the number removed.

  



  
    
      
    
    
      store(challenge)



        
          
        

    

  


  

Records a newly issued challenge until its timeout expires. Returns :ok.

  


        

      


  

    
Ithibati.Identity.Grant 
    



      
Adds an account's first passkey and recovery codes to an application's Ecto.Multi.
Create the account and any related application rows in the same transaction. Append the grant
after steps that can refuse registration:
alias Ecto.Multi
alias MyApp.Accounts.User

Multi.new()
|> Multi.insert(:account, User.changeset(%User{}, attrs))
|> Ithibati.Identity.Grant.with_key_and_codes(key_attrs)
|> MyApp.Repo.transaction()
Use Ithibati.Identity.Passkeys.add_key/2 to add a passkey to an existing account without
replacing its recovery codes.

      


      
        Summary


  
    Functions
  


    
      
        with_key_and_codes(multi, key_attrs, opts \\ [])

      


        Returns the multi with :passkey and :recovery_codes steps appended.



    





      


      
        Functions


        


    

  
    
      
    
    
      with_key_and_codes(multi, key_attrs, opts \\ [])



        
          
        

    

  


  

Returns the multi with :passkey and :recovery_codes steps appended.
key_attrs must be verified credential attributes from
Ithibati.Identity.Passkeys.verify_registration/2, optionally labelled with
Ithibati.Identity.Passkeys.key_attrs/2. The multi must already contain the account step.
Options
	:account — name of the step that provides the account; defaults to :account.
	:count — number of recovery codes; defaults to 12. Accepts a non-negative integer.
0 issues no codes; invalid values raise when the step runs.

Reserve :passkey and :recovery_codes for these steps. On transaction success,
:recovery_codes contains the plaintext list to display. Existing codes for the account,
if any, are replaced.
Keep plaintext codes out of failed transaction logs
A later failure returns earlier step results in changes_so_far, including any plaintext
recovery codes already generated. Put bootstrap claims, invitation acceptance and other
steps that can refuse before this grant. Do not log complete transaction results.

  


        

      


  

    
Ithibati.Identity.Instance 
    



      
Records the one-time claim of an instance by its first account.
Use this for invitation-only registration, where the first account has nobody to invite it.
The bootstrap row and its unique index enforce a single claim, including concurrent attempts.
Open-registration applications need not use it. The default initial_claim: :open keeps existing
integrations compatible. An application exposed before its first account exists should enable
initial_claim: :operator_code and apply schema version 3; claim/2 then requires a short-lived
authorization from authorize_code/1. See Invitations.
alias Ecto.Multi
alias MyApp.Accounts.User

Multi.new()
|> Multi.insert(:account, User.changeset(%User{}, attrs))
|> Ithibati.Identity.Instance.claim()
|> Ithibati.Identity.Grant.with_key_and_codes(key_attrs)
|> MyApp.Repo.transaction()
Place claim/2 before the grant so a rejected claim does not generate recovery codes.
The bootstrap record survives deletion of the account that claimed it.

      


      
        Summary


  
    Functions
  


    
      
        authorize_code(code)

      


        Exchanges the current operator code for a ten-minute authorization.



    


    
      
        authorized?(proof)

      


        Returns whether a session authorization is unexpired and matches the current code.



    


    
      
        claim(multi, opts \\ [])

      


        Appends a :bootstrap step to the multi and returns the multi.



    


    
      
        issue_code()

      


        Issues or replaces the first-account operator code.



    


    
      
        needs_setup?()

      


        Returns true when the instance has no bootstrap claim, and false once it has been claimed.



    





      


      
        Functions


        


  
    
      
    
    
      authorize_code(code)



        
          
        

    

  


  

Exchanges the current operator code for a ten-minute authorization.
Returns {:ok, proof}, {:error, :invalid_setup_code}, or {:error, :claim_is_open} when
initial_claim is not :operator_code. Store the proof only in a protected,
signed browser session. authorized?/1 rechecks it before the passkey challenge; claim/2
checks and consumes it again inside the registration transaction. The plaintext code is never
placed in that session.

  



  
    
      
    
    
      authorized?(proof)



        
          
        

    

  


  

Returns whether a session authorization is unexpired and matches the current code.

  



    

  
    
      
    
    
      claim(multi, opts \\ [])



        
          
        

    

  


  

Appends a :bootstrap step to the multi and returns the multi.
The :account option names an earlier step providing the account and defaults to :account.
That step is required. In initial_claim: :operator_code mode, pass the proof from
authorize_code/1 as authorization:. Without a current, unexpired proof the :bootstrap
step returns :setup_authorization_required and the account insert rolls back. In :open
mode no proof is required. On success, :bootstrap contains the inserted
Ithibati.Bootstrap row.
An existing claim makes Repo.transaction/1 return
{:error, :bootstrap, :already_claimed, changes_so_far}. Other insert errors return a changeset
as the reason under the same step name. The transaction rolls back on either failure.
The unique index enforces this result even when callers attempt the first claim concurrently.

  



  
    
      
    
    
      issue_code()



        
          
        

    

  


  

Issues or replaces the first-account operator code.
Returns {:ok, code} before the instance is claimed, {:error, :already_claimed} afterwards,
and {:error, :claim_is_open} when initial_claim is not :operator_code — an instance that
leaves its claim open has no code to issue. A value that is neither mode raises: that is a
mistake in the configuration rather than a state a caller can be in.
The code contains 32 random bytes encoded as Base64url. Only its SHA-256 digest is stored.
Print the plaintext once from an explicit application-owned operator command; never include it
in a web response or startup log.
Rotation invalidates both the old code and session authorizations made from it. Issuance and
claim synchronize through the code row. Errors from the repo propagate.

  



  
    
      
    
    
      needs_setup?()



        
          
        

    

  


  

Returns true when the instance has no bootstrap claim, and false once it has been claimed.
This checks Ithibati.Bootstrap, not the account or passkey tables. An application that never
calls claim/2 continues to need setup according to this function, regardless of account count.
Deleting the account that made the claim does not reset it.
Use this result to choose what a setup page displays. claim/2 enforces the one-time claim
inside the transaction; a prior true result does not reserve it.
Ithibati.Identity.Passkeys.authentication_challenge/3 separately checks for stored passkeys.
A claimed instance can have no passkeys and still be accessible through recovery codes.

  


        

      


  

    
Ithibati.Identity.Invitations 
    



      
Finds, lists and withdraws pending invitations, and composes their acceptance into
application transactions.
The application owns the invitation schema and any membership or permission it grants.
Ithibati checks the token, expiry and acceptance state, and binds the invitation's identifier
to the account created in the transaction.
For acceptance outside a WebAuthn ceremony:
alias Ecto.Multi
alias MyApp.Accounts.User

Multi.new()
|> Multi.insert(:account, User.changeset(%User{}, account_attrs(invitation)))
|> Ithibati.Identity.Invitations.accept(invitation)
|> Ithibati.Identity.Grant.with_key_and_codes(key_attrs)
|> MyApp.Repo.transaction()
Insert application steps such as membership creation before the grant. In a WebAuthn handler,
build the account from the subject approved at the challenge step, rather than rereading its
identifier from the final request's invitation. See Invitations.

      


      
        Summary


  
    Functions
  


    
      
        accept(multi, invitation, opts \\ [])

      


        Appends an :invitation acceptance step and returns the multi.



    


    
      
        account_attrs(invitation)

      


        Returns a map containing the invitation's identifier under its declared field name.



    


    
      
        delete_expired()

      


        Deletes expired, unaccepted invitations and returns the number of rows removed.



    


    
      
        expired()

      


        Returns expired invitations that have not been accepted.



    


    
      
        fetch(token)

      


        Returns the pending invitation for a plaintext token, or nil.



    


    
      
        pending()

      


        Returns every pending invitation. See pending_query/0 to narrow the list first.



    


    
      
        pending_query()

      


        Returns the query that finds pending invitations, for the application to narrow.



    


    
      
        withdraw(invitation)

      


        Takes back an invitation nobody has accepted, so its link opens nothing.



    





      


      
        Functions


        


    

  
    
      
    
    
      accept(multi, invitation, opts \\ [])



        
          
        

    

  


  

Appends an :invitation acceptance step and returns the multi.
Pass an invitation struct, not nil; handle a failed fetch/1 lookup before composing this
step. The :account option names an earlier account step and defaults to :account.
When the account step exists, acceptance checks that its identifier matches the invitation.
A mismatch fails with :identifier_mismatch. If no account step exists, that comparison is
skipped, allowing acceptance to be composed independently.
The write rechecks expiry and acceptance state. If the invitation is no longer available,
the step fails with :invalid_invitation. Concurrent attempts cannot both accept the same row.
On success, :invitation contains the updated invitation. On failure, Repo.transaction/1
returns {:error, :invitation, reason, changes_so_far} and rolls back the transaction. Place
this step before Ithibati.Identity.Grant.with_key_and_codes/3.

  



  
    
      
    
    
      account_attrs(invitation)



        
          
        

    

  


  

Returns a map containing the invitation's identifier under its declared field name.
Use it to initialize an account outside a WebAuthn ceremony. During registration, use the
subject supplied to Ithibati.Web.Handler.register/4, which was approved with the challenge.

  



  
    
      
    
    
      delete_expired()



        
          
        

    

  


  

Deletes expired, unaccepted invitations and returns the number of rows removed.

  



  
    
      
    
    
      expired()



        
          
        

    

  


  

Returns expired invitations that have not been accepted.
Ithibati schedules no cleanup. Use this list to inspect pending deletions, or call
delete_expired/0 to remove them. Expired invitations are refused by fetch/1 regardless of
whether their rows remain in the database.

  



  
    
      
    
    
      fetch(token)



        
          
        

    

  


  

Returns the pending invitation for a plaintext token, or nil.
Pending means unaccepted and unexpired. Unknown, accepted and expired tokens all return nil,
as do non-string inputs. This lookup does not reserve the invitation; accept/3 rechecks its
state when writing.

  



  
    
      
    
    
      pending()



        
          
        

    

  


  

Returns every pending invitation. See pending_query/0 to narrow the list first.

  



  
    
      
    
    
      pending_query()



        
          
        

    

  


  

Returns the query that finds pending invitations, for the application to narrow.
Pending means the same thing it means to fetch/1: unaccepted and unexpired. The application
owns the table and whatever columns it added, so the list it wants is rarely all of them — it
scopes, orders and preloads on top of this. Taking the predicate from here rather than writing
it again is what keeps a page from offering a link that no longer opens anything, and keeps
whatever the page can show to exactly what withdraw/1 will take back.
The query holds the moment it was built, not the moment it runs. Build it where you run it. A
query kept across requests goes on listing invitations that have since expired, and each one
offers a link that opens nothing. Ithibati asks no database for its own clock here, because
the three it supports do not agree on what that answer means.

  



  
    
      
    
    
      withdraw(invitation)



        
          
        

    

  


  

Takes back an invitation nobody has accepted, so its link opens nothing.
Returns {:ok, invitation}, or {:error, :already_accepted} when the row was accepted or is
no longer there. The state is rechecked inside the delete rather than read beforehand: an
invitation accepted between the reading and the writing would otherwise be withdrawn along
with the account it just made.
An expired invitation can still be withdrawn. It opens nothing either way, and leaving the row
for delete_expired/0 is a separate decision.

  


        

      


  

    
Ithibati.Identity.Passkeys 
    



      
Registers and verifies passkeys and manages an account's stored credentials.
Registration uses registration_challenge/3, registration_options/3 and
verify_registration/2. Authentication uses authentication_challenge/3,
authentication_options/1 and verify_authentication/2.
Registration verification returns attributes for a new credential; authentication verification
returns the account that owns it. The caller decides what to store or issue afterwards.
Neither verification function creates a session.
Use add_key/2, list_keys/1, rename_key/3 and delete_key/3 for an existing account's
passkeys. Create an account with its first passkey and recovery codes through
Ithibati.Identity.Grant.with_key_and_codes/3.
Registering and signing in shows both the Phoenix integration and direct calls.

      


      
        Summary


  
    Functions
  


    
      
        add_key(account, key_attrs)

      


        Stores a verified passkey on an existing account.



    


    
      
        authentication_challenge(rp_id, origin, opts \\ [])

      


        Returns {:ok, challenge} for authentication, or {:error, :no_credentials} if no passkey exists.



    


    
      
        authentication_options(challenge)

      


        Returns PublicKeyCredentialRequestOptions with binary fields encoded as unpadded base64url.



    


    
      
        delete_key(account, id, opts \\ [])

      


        Deletes a passkey belonging to the account and returns {:ok, key}.



    


    
      
        key_attrs(map, label)

      


        Adds label to verified credential attributes.



    


    
      
        list_keys(account)

      


        Returns the account's passkeys as a list of Ithibati.UserKey structs.



    


    
      
        registration_challenge(rp_id, origin, opts \\ [])

      


        Returns a Wax.Challenge for passkey registration.



    


    
      
        registration_options(challenge, account_or_identifier, opts)

      


        Returns PublicKeyCredentialCreationOptions with binary fields encoded as unpadded base64url.



    


    
      
        rename_key(account, id, name)

      


        Renames a passkey belonging to the account and returns {:ok, key}.



    


    
      
        verify_authentication(credential, challenge)

      


        Verifies an assertion and returns {:ok, account} or {:error, reason}.



    


    
      
        verify_registration(credential, challenge)

      


        Verifies a registration credential and returns attributes ready to store.



    





      


      
        Functions


        


  
    
      
    
    
      add_key(account, key_attrs)



        
          
        

    

  


  

Stores a verified passkey on an existing account.
account must be a struct of the configured account schema. key_attrs must contain the
verified :key_id and :public_key, with an optional :label. Use verify_registration/2
and optionally key_attrs/2 to obtain these attributes.
Returns {:ok, key} or {:error, :already_enrolled} when the credential ID already exists,
including on another account. Other invalid changesets raise Ecto.InvalidChangesetError,
including a foreign-key failure if the account was deleted before the insert.
Labels are truncated to Ithibati.UserKey.label_max/0 graphemes and trimmed. A missing or blank
label is stored as "Passkey".
For a new account, compose Ithibati.Identity.Grant.with_key_and_codes/3 into its creation
transaction instead.

  



    

  
    
      
    
    
      authentication_challenge(rp_id, origin, opts \\ [])



        
          
        

    

  


  

Returns {:ok, challenge} for authentication, or {:error, :no_credentials} if no passkey exists.
The existence check covers the entire configured credential table. Credentials are not
partitioned by relying-party ID or tenant in that table. This check is independent of
Ithibati.Identity.Instance.needs_setup?/0, which reports the bootstrap claim state.
rp_id, origin and the options have the same meanings as in registration_challenge/3.
Ithibati explicitly disables silent authentication, so a wax_ application setting cannot
allow assertions without user presence.
Retain the challenge for verify_authentication/2 and enforce single use on every attempt.

  



  
    
      
    
    
      authentication_options(challenge)



        
          
        

    

  


  

Returns PublicKeyCredentialRequestOptions with binary fields encoded as unpadded base64url.
allowCredentials is empty so the browser can offer discoverable passkeys for the relying
party. User verification and timeout come from the challenge; timeout is converted to
milliseconds for the browser.

  



    

  
    
      
    
    
      delete_key(account, id, opts \\ [])



        
          
        

    

  


  

Deletes a passkey belonging to the account and returns {:ok, key}.
Returns {:error, :not_found} for a missing key, a key owned by another account or an invalid
UUID. By default, deleting the account's last passkey returns {:error, :last_key}. This
protection also applies to concurrent deletions through this function.
The :last option accepts :refuse (default) or :allow. Other values raise ArgumentError.
With last: :allow, an account can be left without passkeys and must use recovery codes to
sign in. If no credentials remain anywhere in the deployment, authentication_challenge/3
returns {:error, :no_credentials}.

  



  
    
      
    
    
      key_attrs(map, label)



        
          
        

    

  


  

Adds label to verified credential attributes.
Accepts the map returned by verify_registration/2 and returns a map containing :key_id,
:public_key and :label. Label trimming, truncation and the "Passkey" fallback are applied
when the credential is stored, not by this function.

  



  
    
      
    
    
      list_keys(account)



        
          
        

    

  


  

Returns the account's passkeys as a list of Ithibati.UserKey structs.
Rows are ordered by inserted_at, then id, both ascending. The ID provides a stable order
when timestamps are equal. Each row includes its label and last_used_at value.

  



    

  
    
      
    
    
      registration_challenge(rp_id, origin, opts \\ [])



        
          
        

    

  


  

Returns a Wax.Challenge for passkey registration.
rp_id is the relying-party ID. origin is an expected origin or a non-empty list of accepted
origins. Supply both explicitly from trusted application settings; do not reflect client input.
Options
	:user_verification — "required", "preferred" (default) or "discouraged".
These values are strings, not atoms.
	:seconds — challenge lifetime as a positive integer; defaults to 60.

Invalid option values raise ArgumentError. Registration does not require an existing account
or credential, so this function returns the challenge directly rather than an :ok tuple.
Ithibati requests no attestation and does not verify authenticator trust roots. It supplies the
WebAuthn options it depends on explicitly so wax_ application defaults do not alter them.
Retain the challenge for verify_registration/2. The caller must enforce single use, including
when verification fails.

  



  
    
      
    
    
      registration_options(challenge, account_or_identifier, opts)



        
          
        

    

  


  

Returns PublicKeyCredentialCreationOptions with binary fields encoded as unpadded base64url.
Pass the configured account struct when adding a passkey, or an approved identifier when
creating an account. An account populates excludeCredentials from its stored passkeys;
an identifier produces an empty exclusion list.
The required :rp_name option supplies the display name of the relying party. User verification,
attestation and timeout are taken from the challenge. The browser timeout is in milliseconds.
Ithibati requires discoverable credentials because sign-in does not ask for an identifier.
It sets both residentKey and requireResidentKey and requests the credProps extension.
The offered algorithms are ES256 and RS256.

  



  
    
      
    
    
      rename_key(account, id, name)



        
          
        

    

  


  

Renames a passkey belonging to the account and returns {:ok, key}.
The label is truncated to Ithibati.UserKey.label_max/0 graphemes, then trimmed. Blank and
non-string values become "Passkey". The update also changes updated_at.
Returns {:error, :not_found} for a missing key, a key owned by another account or an invalid
UUID. The update is scoped to the supplied account and cannot transfer ownership.

  



  
    
      
    
    
      verify_authentication(credential, challenge)



        
          
        

    

  


  

Verifies an assertion and returns {:ok, account} or {:error, reason}.
credential is the decoded JSON object produced by the browser's credential.toJSON().
Pass the retained authentication challenge as the second argument. The returned account is
an instance of the configured account schema; no session or token is issued.
On success, the credential's last_used_at is updated without changing updated_at.
A credential removed before that update is reported as :unknown_credential.
Library validation errors use atom reasons. wax_ errors may be exception structs; see
verify_registration/2 for error handling. Ithibati does not store or compare authenticator
signature counters.
Consume the challenge once
The caller owns challenge storage and must prevent reuse, including concurrent attempts.
A failed verification must also consume the challenge. Leaving it available permits another
attempt with the same assertion while it remains valid.

  



  
    
      
    
    
      verify_registration(credential, challenge)



        
          
        

    

  


  

Verifies a registration credential and returns attributes ready to store.
credential is the decoded JSON object produced by the browser's credential.toJSON();
its keys are strings and its binary fields are base64url-encoded. Pass the retained
registration challenge as the second argument.
Returns {:ok, %{key_id: binary, public_key: binary}} or {:error, reason}. Pass successful
attributes to add_key/2 or Ithibati.Identity.Grant.with_key_and_codes/3; use key_attrs/2
to add a label first. Verification does not write a credential.
Library validation failures use atom reasons, including :malformed_credential,
:not_discoverable, :no_attested_credential and :credential_id_too_long. Errors from
wax_ can be exception structs. Handle known atoms and provide a fallback for other reasons.
An explicit false or "false" in clientExtensionResults.credProps.rk is rejected. An absent
extension result is accepted for clients that do not report discoverability.
The caller must consume the stored challenge on every verification attempt, successful or not.

  


        

      


  

    
Ithibati.Identity.RecoveryCodes 
    



      
Issues and redeems single-use recovery codes for accounts without an available passkey.
A batch contains twelve codes by default. Issuance returns plaintext codes while storage keeps
only their SHA-256 digests. The application must display or deliver the plaintext at issuance.
Spending the last unused code refills the batch by default. Redemption returns the account and
any fresh codes; the caller decides whether to issue a session.

      


      
        Summary


  
    Functions
  


    
      
        redeem(code, opts \\ [])

      


        Spends a recovery code and returns {:ok, account, fresh_codes} or {:error, :invalid}.



    


    
      
        regenerate(account, opts \\ [])

      


        Returns a fresh list of plaintext codes and invalidates all previous codes for the account.



    


    
      
        remaining(account)

      


        How many unused codes this account has left.



    





      


      
        Functions


        


    

  
    
      
    
    
      redeem(code, opts \\ [])



        
          
        

    

  


  

Spends a recovery code and returns {:ok, account, fresh_codes} or {:error, :invalid}.
fresh_codes is nil while unused codes remain. When the last one is spent, the same
transaction issues a replacement batch and returns its plaintext list. Preserve that list
for display; it cannot be recovered from the stored digests.
Options
	:refill — defaults to true; pass false to disable replacement.
	:count — size of a replacement batch, default 12. Accepts a non-negative integer;
invalid values raise when a replacement batch is needed.

Unknown and already-spent codes both return {:error, :invalid}. A nil input returns the
same error; other non-string inputs do not match the function's clauses.
Redemption does not create a session. Concurrent redemption and regeneration are serialized
on the account row so spending and refilling use a consistent ordering.

  



    

  
    
      
    
    
      regenerate(account, opts \\ [])



        
          
        

    

  


  

Returns a fresh list of plaintext codes and invalidates all previous codes for the account.
The :count option defaults to 12 and accepts a non-negative integer. count: 0 invalidates
the previous batch without issuing replacements. Other values raise ArgumentError.
The account must belong to the configured schema and exist in the database. Replacement is
transactional and serialized with other regeneration and redemption calls for that account.
Only digests are stored. Display or deliver the returned codes now; they cannot be retrieved
from the database later.

  



  
    
      
    
    
      remaining(account)



        
          
        

    

  


  

How many unused codes this account has left.

  


        

      


  

    
Ithibati.Identity.Sessions 
    



      
Issues, looks up and revokes server-side sessions.
generate_session_token/1 returns a plaintext token while storage keeps its SHA-256 digest.
get_user_by_session_token/1 returns the account only while that session remains valid.
delete_session_token/1 revokes one token; revoke_all/1 revokes an account's sessions.
delete_expired/0 removes expired rows.
Ithibati.Web.Gate connects these calls to a browser session and LiveView sockets. Direct calls
here do not update cookies or broadcast socket disconnections. API tokens with scopes or
rotation are separate application concerns.

      


      
        Summary


  
    Functions
  


    
      
        delete_expired()

      


        Deletes expired sessions across all accounts and returns the number of deleted rows.



    


    
      
        delete_session_token(token)

      


        Revokes one token and returns :ok, including for nil or an unknown token.



    


    
      
        generate_session_token(account)

      


        Stores a new session and returns its plaintext, URL-safe token.



    


    
      
        get_user_by_session_token(token)

      


        Returns the account for a valid session token, or nil.



    


    
      
        revoke_all(account)

      


        Revokes an account's sessions and returns their stored token digests, in no particular order.



    





      


      
        Functions


        


  
    
      
    
    
      delete_expired()



        
          
        

    

  


  

Deletes expired sessions across all accounts and returns the number of deleted rows.
Uses the same session_validity setting as lookup, measured from creation. Invalid validity
raises ArgumentError before deletion. Applications choose when to run this maintenance;
Ithibati starts no scheduler. Cleanup does not broadcast LiveView disconnections.

  



  
    
      
    
    
      delete_session_token(token)



        
          
        

    

  


  

Revokes one token and returns :ok, including for nil or an unknown token.

  



  
    
      
    
    
      generate_session_token(account)



        
          
        

    

  


  

Stores a new session and returns its plaintext, URL-safe token.
The account must belong to the configured schema and exist in the database. The row stores
only a digest, so retain the returned token for the client. Invalid session validity raises
ArgumentError; an invalid insert raises Ecto.InvalidChangesetError.
This call does not revoke other sessions or update a browser cookie.

  



  
    
      
    
    
      get_user_by_session_token(token)



        
          
        

    

  


  

Returns the account for a valid session token, or nil.
Unknown, revoked and expired tokens all return nil. A nil input also returns nil without
reading configuration or querying the database.
Validity is measured from session creation using config :ithibati, session_validity: and
defaults to {60, :day}. Lookup does not extend a session. Invalid validity settings raise
ArgumentError when looking up a string token.

  



  
    
      
    
    
      revoke_all(account)



        
          
        

    

  


  

Revokes an account's sessions and returns their stored token digests, in no particular order.
Includes expired sessions. The account must belong to the configured schema. An account with
no sessions returns []. This does not disable the account: concurrently created sessions may
survive, and the account can sign in again.
Selection and deletion share a transaction with row locks or SQLite's writer reservation.
Only digests of sessions deleted by this call are returned. Inside a caller's transaction,
revocation commits or rolls back with that transaction; defer external notifications until
it commits. Database errors propagate without retries. MySQL requires READ COMMITTED,
as for other identity transactions.
This call does not broadcast disconnections. For browser logout, use
Ithibati.Web.Gate.log_out_all/1.

  


        

      


  

    
Ithibati.Schema.Identifier 
    



      
Provides identifier normalization and built-in validation patterns.
normalize/1, username_format/0 and email_format/0 are available to applications.
The account and invitation macros use the same normalization and validation steps so their
identifiers can be compared consistently.
Other functions in this module support schema expansion and are internal to Ithibati.

      


      
        Summary


  
    Functions
  


    
      
        email_format()

      


        Returns the regex offered for email identifiers.



    


    
      
        normalize(value)

      


        Trims and lowercases a string identifier; returns nil for nil.



    


    
      
        username_format()

      


        Returns a regex accepting 1–30 lowercase ASCII letters, digits or underscores.



    





      


      
        Functions


        


  
    
      
    
    
      email_format()



        
          
        

    

  


  

Returns the regex offered for email identifiers.
The pattern accepts forms such as you@example.com and you@localhost and rejects quoted
local parts such as "a b"@example.com. It checks syntax only; it does not verify ownership
of a mailbox. Optional invitation delivery is separate from identifier validation.
This deliberately narrow input format keeps identifiers easy to enter in browser forms.
It does not implement the full RFC 5322 mailbox grammar; a rejected address is not
necessarily an invalid mailbox.
Pass it as format: to an account or invitation schema, or supply a pattern of your own.

  



  
    
      
    
    
      normalize(value)



        
          
        

    

  


  

Trims and lowercases a string identifier; returns nil for nil.

  



  
    
      
    
    
      username_format()



        
          
        

    

  


  

Returns a regex accepting 1–30 lowercase ASCII letters, digits or underscores.
The schema changesets normalize identifiers before applying this pattern. Direct callers
should do the same if they want to accept mixed-case input. Dots, hyphens, spaces and
non-ASCII characters are rejected. This limits punctuation variants and cross-script
lookalikes, such as a Cyrillic letter resembling a Latin one. ASCII still contains
lookalikes; the format does not guarantee that names cannot be confused.
This format is optional. Supply your own format: when the application's identifier rules
differ, and use a separate field for a display name.

  


        

      


  

    
Ithibati.Schema.Invitation 
    



      
Adds invitation-token fields and validation to an application-owned schema.
Declare the invitation's identifier and add your own fields for what accepting it grants:
defmodule MyApp.Accounts.Invitation do
  use Ecto.Schema
  import Ecto.Changeset

  alias Ithibati.Schema.Identifier
  alias Ithibati.Schema.Invitation

  use Invitation, identifier: :email, format: Identifier.email_format()

  schema "invitations" do
    ithibati_invitation()

    field :role, Ecto.Enum, values: [:admin, :author]
    belongs_to :site, MyApp.Sites.Site

    timestamps(type: :utc_datetime_usec)
  end

  def changeset(invitation, attrs, opts \ []) do
    invitation
    |> invitation_changeset(attrs, opts)
    |> cast(attrs, [:role, :site_id])
    |> validate_required([:role, :site_id])
  end
end
The options match Ithibati.Schema.User: required :identifier, optional :format and
:format_message, plus :constraint_name and :unique_index. On invitations, the index
options refer to token_hash, not the identifier. Non-identifier options can be module
attributes declared before use; explicit nil values are rejected.
The identifier field must match the configured account schema's identifier. That agreement is
checked when Ithibati.Config.invitation_schema/0 reads the application configuration.
Call ithibati_invitation/0 inside the schema. The macro generates invitation_changeset/3
and __ithibati_invitation__/1; defining either yourself is rejected at compile time.
Invitations covers the table, token index and acceptance transaction.

      


      
        Summary


  
    Functions
  


    
      
        invitation_schema?(module)

      


        Returns whether the module is loaded and exports the invitation-schema metadata function.



    


    
      
        ithibati_invitation()

      


        Declares invitation fields inside the application's schema block.



    





      


      
        Functions


        


  
    
      
    
    
      invitation_schema?(module)



        
          
        

    

  


  

Returns whether the module is loaded and exports the invitation-schema metadata function.
This identifies the schema integration. Ithibati.Config.invitation_schema/0 additionally
checks agreement with the account identifier; migration and doctor checks inspect the table.

  



  
    
      
    
    
      ithibati_invitation()


        (macro)


        
          
        

    

  


  

Declares invitation fields inside the application's schema block.
Adds the configured identifier as :string, :token_hash as :binary, and
:expires_at and :accepted_at as :utc_datetime_usec. It also adds a virtual :token
string for the plaintext token returned when a valid new invitation is built.
Only the digest is stored. Retain the plaintext token to deliver the invitation link;
reloading the row does not recover it.

  


        

      


  

    
Ithibati.Schema.User 
    



      
Adds an identifier and credential associations to an application-owned account schema.
defmodule MyApp.Accounts.User do
  use Ecto.Schema
  alias Ithibati.Schema.Identifier
  alias Ithibati.Schema.User

  use User, identifier: :email, format: Identifier.email_format()

  import Ecto.Changeset

  schema "users" do
    ithibati_account()

    field :name, :string
    timestamps(type: :utc_datetime_usec)
  end

  def changeset(user, attrs) do
    user
    |> identifier_changeset(attrs)
    |> cast(attrs, [:name])
  end
end
Options
	:identifier — required literal atom naming the account's identifier field.
	:format — optional regex checked after normalization. See
Ithibati.Schema.Identifier.username_format/0 and Ithibati.Schema.Identifier.email_format/0.
	:format_message — custom format-error message; requires :format.
Defaults to Ecto's "has invalid format" message.
	:constraint_name — optional identifier-index name. Used both when creating the index
and when translating its constraint error into a changeset error.
	:unique_index — defaults to true. Set false when the application creates the index;
Ithibati still verifies that it guarantees uniqueness of the identifier column alone.

Except for :identifier, values can be module attributes declared before use. Explicit
nil values are rejected. See Configuration and schemas for examples.
Generated fields and functions
Call ithibati_account/0 inside the schema block. It declares the identifier as :string and
adds :passkeys, :recovery_codes and :sessions associations.
The macro generates identifier_changeset/2, the overridable passkey_display_name/1, and
__ithibati__/1 for schema metadata. Identifier validation trims and lowercases the value,
requires it, checks any supplied format and limits it to 254 graphemes.
Compilation fails if the schema omits ithibati_account/0 or defines its own
identifier_changeset/2 or __ithibati__/1. The application creates the database column;
Ithibati.Migration creates or checks its unique index.

      


      
        Summary


  
    Functions
  


    
      
        account_schema?(module)

      


        Returns whether the module is loaded and exports the account-schema metadata function.



    


    
      
        credential_user(account)

      


        Returns %{name: identifier, display_name: display_name} for WebAuthn registration.



    


    
      
        identifier_taken?(changeset)

      


        Returns whether the changeset contains a unique-constraint error on the identifier field.



    


    
      
        ithibati_account()

      


        Declares the identifier field and the associations Ithibati needs. Call it inside your
schema block, in a module that has use Ithibati.Schema.User above it.



    





      


      
        Functions


        


  
    
      
    
    
      account_schema?(module)



        
          
        

    

  


  

Returns whether the module is loaded and exports the account-schema metadata function.
Use this predicate instead of checking Ithibati's generated marker directly. It identifies
the schema integration; it does not validate the database table or its indexes.

  



  
    
      
    
    
      credential_user(account)



        
          
        

    

  


  

Returns %{name: identifier, display_name: display_name} for WebAuthn registration.
For an account using Ithibati.Schema.User, the identifier comes from its declared field.
The display name comes from passkey_display_name/1, falling back to the identifier when
that function returns nil or false.
For a string identifier, both values are that string. This function does not normalize it.
An account struct without the schema integration raises ArgumentError.

  



  
    
      
    
    
      identifier_taken?(changeset)



        
          
        

    

  


  

Returns whether the changeset contains a unique-constraint error on the identifier field.
Use this after a failed repo insert or update to distinguish an identifier collision from
format errors or uniqueness errors on other application fields. The changeset must belong
to a schema using Ithibati.Schema.User; otherwise this raises ArgumentError.
A changeset that has not reached the database has no constraint error and returns false.
The predicate checks the field's error metadata; it does not perform a uniqueness query or
validate the index definition.

  



  
    
      
    
    
      ithibati_account()


        (macro)


        
          
        

    

  


  

Declares the identifier field and the associations Ithibati needs. Call it inside your
schema block, in a module that has use Ithibati.Schema.User above it.

  


        

      


  

    
Ithibati.Ceremony 
    



      
Lists the failure-code vocabulary produced by Ithibati's server and browser integration.
The browser hook delivers codes as strings in ithibati:failed events. codes/0 returns the
fixed codes as atoms so applications can verify their message coverage:
for code <- Ithibati.Ceremony.codes() do
  refute message(to_string(code)) =~ "Something went wrong"
end
The list does not include application-defined handler errors or the suffixed codes represented
by families/0. Handle those separately or provide a fallback.
Handling failures describes each code.

      


      
        Summary


  
    Functions
  


    
      
        codes()

      


        Every code this library can send, sorted.



    


    
      
        families()

      


        Returns the prefixes of error-code families whose suffixes vary.



    





      


      
        Functions


        


  
    
      
    
    
      codes()



        
          
        

    

  


  

Every code this library can send, sorted.

  



  
    
      
    
    
      families()



        
          
        

    

  


  

Returns the prefixes of error-code families whose suffixes vary.
:http represents codes such as http_404; :missing_data represents codes such as
missing_data_registration_url. Match these by prefix or handle them with a fallback.

  


        

      


  

    
Ithibati.Web.Gate 
    



      
Loads the current account from a session and optionally requires authentication.
Use it as a plug after fetch_session, and as an on_mount hook for LiveViews:
pipeline :browser do
  plug :fetch_session
  plug Ithibati.Web.Gate, :current_account
end

live_session :members,
  on_mount: [{Ithibati.Web.Gate, {:require_account, to: "/sign-in"}}] do
  live "/inside", InsideLive
end
Both forms assign :current_account to the account or nil.
	:current_account always continues.
	:require_account refuses unauthenticated access. The plug redirects when given to:
and otherwise sends 401. The LiveView hook requires to: and redirects there.

Unknown modes and options raise ArgumentError. The gate reads session tokens only;
application permissions and bearer-token authentication remain application concerns.

      


      
        Summary


  
    Functions
  


    
      
        live_socket_id(token)

      


        Returns the LiveView disconnect topic derived from a plaintext session token.



    


    
      
        log_in(conn, account)

      


        Creates a session token, renews and clears the browser session, and returns the connection.



    


    
      
        log_out(conn)

      


        Revokes the current session token, renews and clears the browser session, and returns the connection.



    


    
      
        log_out_all(conn)

      


        Revokes all sessions of the currently authenticated account and clears the browser session.



    


    
      
        on_mount(mode, params, session, socket)

      


        Loads :current_account during a LiveView mount and enforces the selected mode.



    


    
      
        session_key()

      


        The session key Ithibati stores its token under.



    





      


      
        Functions


        


  
    
      
    
    
      live_socket_id(token)



        
          
        

    

  


  

Returns the LiveView disconnect topic derived from a plaintext session token.
The topic contains a URL-safe encoding of the token's digest, so it does not expose the
plaintext token to PubSub subscribers or logs. It identifies one session, not every session
belonging to an account.
Use this when implementing a separate revocation path that holds the plaintext token and
needs to broadcast "disconnect". Do not pass the digest stored in the database; it would
be hashed again and produce a different topic.

  



  
    
      
    
    
      log_in(conn, account)



        
          
        

    

  


  

Creates a session token, renews and clears the browser session, and returns the connection.
account must belong to the configured account schema and exist in the database. The new
token is stored under session_key/0. Existing session contents are cleared; retain anything
the next page needs only after this call.
When the connection's endpoint has a PubSub server, the session also receives the
live_socket_id used to disconnect this session's LiveViews on logout.
Complete sign-in with a full page load to refresh the CSRF token. The shipped browser hook
does this for a JSON response containing %{redirect: path}.
This call does not revoke the account's other session rows.

  



  
    
      
    
    
      log_out(conn)



        
          
        

    

  


  

Revokes the current session token, renews and clears the browser session, and returns the connection.
When the session has a live-socket topic and the endpoint has a PubSub server, this also
broadcasts "disconnect" to that topic. LiveView sockets must receive session information
through connect_info to subscribe to it. Without that setup, revocation affects subsequent
session lookups but does not disconnect existing sockets.
A missing token is harmless. Other sessions belonging to the account are unaffected.

  



  
    
      
    
    
      log_out_all(conn)



        
          
        

    

  


  

Revokes all sessions of the currently authenticated account and clears the browser session.
Resolves the account from the current token, not from connection assigns. Missing, unknown
or expired tokens only clear this browser's session. With endpoint PubSub configured,
broadcasts "disconnect" to every revoked session's LiveView topic after the database commits.
Sockets must receive the session through connect_info, as for log_out/1.
Call outside a database transaction; an outer transaction raises ArgumentError before any
revocation so notifications cannot precede commit. Database errors propagate without retries.
PubSub delivery is not atomic with the database commit: a delivery failure does not restore
revoked sessions. Accounts may sign in again, and concurrent new sessions may survive.

  



  
    
      
    
    
      on_mount(mode, params, session, socket)



        
          
        

    

  


  

Loads :current_account during a LiveView mount and enforces the selected mode.
Returns {:cont, socket} in :current_account mode and for authenticated mounts in
:require_account mode. An unauthenticated required mount returns {:halt, socket} with a
redirect to the required :to path.
A missing :to, unknown mode or unknown option raises ArgumentError. Account assignment
uses assign_new/3 so an account already loaded by the plug or parent LiveView can be reused.

  



  
    
      
    
    
      session_key()



        
          
        

    

  


  

The session key Ithibati stores its token under.

  


        

      


  

    
Ithibati.Web.Handler behaviour
    



      
Defines the application's decisions during registration, authentication and recovery.
Implement all four required callbacks and name the handler in the router:
ithibati_routes handler: MyAppWeb.Auth, rp_name: "MyApp"
registration_subject/2 approves a registration before a challenge is issued. register/4
stores its verified credential. authenticate/2 and recovered/3 decide what a verified
account receives, such as a session and redirect.
The optional relying_party/2 callback selects trusted relying-party values for clients whose
origins differ from the endpoint URL. Registering and signing in covers the
complete HTTP and browser flow.

      


      
        Summary


  
    Types
  


    
      
        subject()

      


        An existing account struct or an approved identifier for a new account.



    





  
    Callbacks
  


    
      
        authenticate(t, account)

      


        Decides what to issue after a passkey assertion identifies an account.



    


    
      
        recovered(t, account, fresh)

      


        Decides what to issue after a recovery code identifies an account.



    


    
      
        register(t, key_attrs, subject, params)

      


        Stores the result of a successful registration verification.



    


    
      
        registration_subject(t, params)

      


        Approves the registration subject before Ithibati issues a challenge.



    


    
      
        relying_party(t, default)

      


        Returns the trusted {rp_id, origin} used to create a challenge for this request.



    





      


      
        Types


        


  
    
      
    
    
      subject()



        
          
        

    

  


  

      

          @type subject() :: struct() | String.t()


      


An existing account struct or an approved identifier for a new account.

  


        

      

      
        Callbacks


        


  
    
      
    
    
      authenticate(t, account)



        
          
        

    

  


  

      

          @callback authenticate(Plug.Conn.t(), account :: struct()) ::
  {:ok, Plug.Conn.t()} | {:error, term()}


      


Decides what to issue after a passkey assertion identifies an account.
Ithibati passes the configured account struct and has not issued a session or other token.
The application may call Ithibati.Web.Gate.log_in/2, issue its own credential, or require
another authentication step.
Return {:ok, conn} or {:error, reason}. Send JSON when providing a response. A JSON
redirect field makes the shipped hook perform a full page load; other successful bodies
reach the LiveView as ithibati:done. If the connection has no sent response, the controller
supplies its default status JSON.
After Gate.log_in/2, finish with a full page load so the page obtains the renewed session's
CSRF token. An HTTP redirect response does not replace the JSON redirect field.

  



  
    
      
    
    
      recovered(t, account, fresh)



        
          
        

    

  


  

      

          @callback recovered(Plug.Conn.t(), account :: struct(), fresh :: [String.t()] | nil) ::
  {:ok, Plug.Conn.t()} | {:error, term()}


      


Decides what to issue after a recovery code identifies an account.
The code is already spent when this callback runs. fresh is a new plaintext code batch when
the last unused code triggered a refill, or nil when codes remained.
Return {:ok, conn} or {:error, reason} using the response conventions of authenticate/2.
When fresh is nil, delegating to authenticate/2 is sufficient. Otherwise, preserve the
batch for display as part of the response flow. The stored digests cannot recover it later.
Without the batch or a usable passkey, the user can lose access once their session ends;
this is why recovery has a required callback instead of falling back to authenticate/2.
The controller refuses unknown or spent codes with invalid_code before invoking this
callback. Refusing in the callback does not undo redemption or recover the spent code.
See Recovery codes for a complete implementation.

  



  
    
      
    
    
      register(t, key_attrs, subject, params)



        
          
        

    

  


  

      

          @callback register(Plug.Conn.t(), key_attrs :: map(), subject(), params :: map()) ::
  {:ok, Plug.Conn.t()} | {:error, term()}


      


Stores the result of a successful registration verification.
key_attrs contains the verified credential. subject is the identifier or account returned
by registration_subject/2 and retained with the challenge. params is the final request's
body, which may differ from the parameters supplied at the challenge step.
Use Ithibati.Identity.Grant.with_key_and_codes/3 when creating an account, or
Ithibati.Identity.Passkeys.add_key/2 when adding a passkey to an existing account.
Build the account from subject, not a newly posted identifier or a replacement invitation
in params. Otherwise the second request could change which account the approved ceremony
creates.
Return {:ok, conn} or {:error, reason}. Use the JSON response conventions described in
authenticate/2, including a redirect field when the browser should navigate.

  



  
    
      
    
    
      registration_subject(t, params)



        
          
        

    

  


  

      

          @callback registration_subject(Plug.Conn.t(), params :: map()) ::
  {:ok, subject()} | {:error, term()}


      


Approves the registration subject before Ithibati issues a challenge.
Return {:ok, identifier} for a new account or {:ok, account} when enrolling another passkey
on an existing account. Return {:error, reason} to refuse registration.
Validate and normalize new identifiers through the application's changeset before returning
them. This keeps the passkey dialog's name consistent with the value later stored.
For an existing account, establish authorization from the authenticated connection. Do not
look up the account solely from a posted identifier. Returning the account also lets Ithibati
include its current credentials in the browser's exclusion list.
Mount options such as :rp_name and challenge lifetime belong in ithibati_routes/1.

  



  
    
      
    
    
      relying_party(t, default)


        (optional)


        
          
        

    

  


  

      

          @callback relying_party(Plug.Conn.t(), default :: {String.t(), String.t()}) ::
  {rp_id :: String.t(), origin :: String.t() | [String.t(), ...]}


      


Returns the trusted {rp_id, origin} used to create a challenge for this request.
This callback is optional. default contains the host and origin derived from the endpoint's
configured public URL. These values can differ from the node's connection behind a
TLS-terminating proxy.
Return an origin string or a non-empty list of accepted origins. To retain the browser origin
while adding application-defined trusted client origins:
def relying_party(_conn, {rp_id, origin}), do: {rp_id, [origin | @extension_origins]}
Client-specific support also depends on the extension or native application's WebAuthn
integration. Keep the relying-party ID stable for existing credentials.
Choose trusted values
Select values from a fixed set controlled by the application. Reflecting the request's
origin header lets the requester choose the trusted origin, bypassing the server's
origin allowlist. Signature and RP-ID checks do not replace this trust decision.

  


        

      


  

    
Ithibati.Web.Hooks 
    



      
Exports the passkey browser hook through LiveView's colocated manifest.
Set ITHIBATI_COLOCATED_HOOKS=1 when building and recompile Ithibati to generate
phoenix-colocated/ithibati. That import and the plain ithibati package both register
Ithibati.Web.Hooks.PasskeyCeremony and use the same client implementation.
Browser imports covers both options. Applications importing
the plain package do not need to enable the colocated compiler.

      




  

    
Ithibati.Web.PasskeyController 
    



      
Handles the JSON endpoints mounted by Ithibati.Web.Router.
Registration and authentication each use a challenge request followed by verification.
Challenges occupy separate session entries, and each carries its mount settings. Registration
also retains the subject approved by Ithibati.Web.Handler.registration_subject/2.
Verification removes the session entry and atomically consumes its database record before
checking it. Old cookies and concurrent requests cannot reuse that record, even after failure.
Separate entries prevent an authentication challenge from being used to bypass registration
approval. Matching the mount settings prevents a challenge from being completed through a
different handler or ceremony configuration.
Recovery redeems a code in one request without a WebAuthn challenge. Successful verification
or redemption delegates to the application's Ithibati.Web.Handler. Atom error reasons become
JSON strings with status 422; other reasons become verification_failed.

      


      
        Summary


  
    Functions
  


    
      
        authentication(conn, params)

      


    


    
      
        authentication_challenge(conn, params)

      


    


    
      
        recovery(conn, arg2)

      


    


    
      
        registration(conn, params)

      


    


    
      
        registration_challenge(conn, params)

      


    





      


      
        Functions


        


  
    
      
    
    
      authentication(conn, params)



        
          
        

    

  


  


  



  
    
      
    
    
      authentication_challenge(conn, params)



        
          
        

    

  


  


  



  
    
      
    
    
      recovery(conn, arg2)



        
          
        

    

  


  


  



  
    
      
    
    
      registration(conn, params)



        
          
        

    

  


  


  



  
    
      
    
    
      registration_challenge(conn, params)



        
          
        

    

  


  


  


        

      


  

    
Ithibati.Web.Router 
    



      
Mounts registration, authentication and recovery endpoints in a Phoenix router.
Import this module and use a pipeline that accepts JSON, fetches the session and checks CSRF:
pipeline :ceremony do
  plug :accepts, ["json"]
  plug :fetch_session
  plug :protect_from_forgery
end

scope "/auth" do
  pipe_through :ceremony
  ithibati_routes handler: MyAppWeb.Auth, rp_name: "MyApp"
end
The mount adds five POST paths relative to its scope: /registration/challenge,
/registration, /authentication/challenge, /authentication and /recovery.
Their suffixes are fixed; the application chooses the scope prefix.

      


      
        Summary


  
    Functions
  


    
      
        ithibati_routes(opts)

      


        Generates the five POST routes with settings local to this mount.



    





      


      
        Functions


        


  
    
      
    
    
      ithibati_routes(opts)


        (macro)


        
          
        

    

  


  

Generates the five POST routes with settings local to this mount.
Options
	:handler — required module implementing Ithibati.Web.Handler.
	:rp_name — required relying-party display name for passkey dialogs.
	:user_verification — "required", "preferred" (default) or "discouraged".
	:seconds — positive integer challenge lifetime; defaults to 60.

Different mounts can use different handlers and ceremony settings. The controller derives the
relying-party ID and origin from the endpoint unless the handler overrides relying_party/2.
A handler alias is resolved without introducing a compile-time dependency on that handler.

  


        

      


  

    
Ithibati.Bootstrap 
    



      
Stores the one-time bootstrap claim and the account that made it.
A unique index on :claimed permits one claim through Ithibati.Identity.Instance.claim/2.
The row belongs to Ithibati so its migration maintains that constraint.
Deleting the account nulls user_id while preserving the claim. Initial setup therefore stays
closed after the first account is removed. Use Ithibati.Identity.Instance to read or claim
this state.

      


      
        Summary


  
    Functions
  


    
      
        changeset(bootstrap, attrs)

      


        Builds a bootstrap changeset with the account reference and database constraints.



    





      


      
        Functions


        


  
    
      
    
    
      changeset(bootstrap, attrs)



        
          
        

    

  


  

Builds a bootstrap changeset with the account reference and database constraints.
This function does not insert the row. An insert can report a unique-constraint error on
:claimed or a foreign-key error on :user_id. Application registration flows should use
Ithibati.Identity.Instance.claim/2 to handle these within their transaction.

  


        

      


  

    
Ithibati.RecoveryCode 
    



      
Stores a recovery code's digest, account reference and usage timestamp.
used_at is nil until redemption. Ithibati.Identity.RecoveryCodes checks and marks the code
in the same write so concurrent callers cannot both redeem it. Plaintext codes are not stored.

      




  

    
Ithibati.Session 
    



      
Stores a session token's SHA-256 digest, account reference and creation time.
Ithibati.Identity.Sessions issues and validates tokens. Deleting the row revokes the token
for subsequent requests and LiveView mounts. Disconnecting already-open sockets is handled
separately by Ithibati.Web.Gate.

      




  

    
Ithibati.UserKey 
    



      
Stores a passkey's credential ID, serialized public key, label and last-use timestamp.
Use Ithibati.Identity.Passkeys to enrol, list, rename and revoke credentials. A blank or absent
label is stored as "Passkey"; labels are limited to label_max/0 graphemes.

      


      
        Summary


  
    Functions
  


    
      
        credential_id_max()

      


        Returns the maximum stored credential-ID length in bytes.



    


    
      
        label_max()

      


        Returns the maximum label length in graphemes.



    





      


      
        Functions


        


  
    
      
    
    
      credential_id_max()



        
          
        

    

  


  

Returns the maximum stored credential-ID length in bytes.

  



  
    
      
    
    
      label_max()



        
          
        

    

  


  

Returns the maximum label length in graphemes.
Enrolment and rename truncate labels to this length before trimming whitespace. The database
column itself has no length limit.

  


        

      


  

    
Ithibati.Catalogue 
    



      
Reads PostgreSQL, SQLite and MySQL table, column and uniqueness metadata.
Ithibati.Migration and Ithibati.Doctor use these queries to apply the same checks during
migration and setup diagnosis. Functions receive the repo explicitly; table lookup also takes
a PostgreSQL schema prefix. SQLite uses the unprefixed main database; MySQL uses the repo's
selected database without schema prefixes.

      


      
        Summary


  
    Functions
  


    
      
        column(repo, reference, column)

      


        Returns {database_type, unique?} for a column, or nil if it does not exist.



    


    
      
        key_column(repo, reference, table, column)

      


        Returns {:ok, description} when the column meets the configured account-key requirements.



    


    
      
        qualified(prefix, table)

      


        Returns the table name, qualified with prefix when one is supplied, for diagnostic text.



    


    
      
        table(repo, prefix, name)

      


        Returns an opaque table reference, or nil when the table is absent.



    


    
      
        types(repo, type)

      


        Database column types compatible with a supported Ecto storage type.



    





      


      
        Functions


        


  
    
      
    
    
      column(repo, reference, column)



        
          
        

    

  


  

Returns {database_type, unique?} for a column, or nil if it does not exist.
Domains resolve to their underlying type. unique? requires a non-partial unique index whose
only key column is this column. Additional included columns are allowed; for example,
PRIMARY KEY (id) INCLUDE (email) qualifies.

  



  
    
      
    
    
      key_column(repo, reference, table, column)



        
          
        

    

  


  

Returns {:ok, description} when the column meets the configured account-key requirements.
Returns {:error, description} for a missing column, an incompatible database type or missing
uniqueness. Both migration and doctor checks use this result so they agree on the schema
Ithibati can reference.

  



  
    
      
    
    
      qualified(prefix, table)



        
          
        

    

  


  

Returns the table name, qualified with prefix when one is supplied, for diagnostic text.

  



  
    
      
    
    
      table(repo, prefix, name)



        
          
        

    

  


  

Returns an opaque table reference, or nil when the table is absent.

  



  
    
      
    
    
      types(repo, type)



        
          
        

    

  


  

Database column types compatible with a supported Ecto storage type.

  


        

      


  

    
Ithibati.Config 
    



      
Reads and validates the application's Ithibati configuration.
:users_key_type and :table_prefix are read at compile time because they define schema fields
and table names. Configure them before compiling Ithibati. The account schema, invitation
schema and repo are read at runtime, when the consuming application's modules are available.
Ithibati.Identity.Sessions reads and validates :session_validity.
initial_claim: :operator_code protects Ithibati.Identity.Instance.claim/2. The relying-party
ID and origin are per-call ceremony parameters, not Ithibati configuration.
Configuration and schemas lists the keys, defaults and migration requirements.

      


      
        Summary


  
    Functions
  


    
      
        account!(account)

      


        Returns an account struct if it belongs to the configured account schema.



    


    
      
        initial_claim_mode()

      


        Returns :open or :operator_code for the first account claim.



    


    
      
        invitation_schema()

      


        Returns the configured invitation schema module, or nil when none is configured.



    


    
      
        invitation_schema!()

      


        Returns the configured invitation schema or raises ArgumentError when it is absent.



    


    
      
        repo()

      


        Returns the configured Ecto repo module.



    


    
      
        table(suffix)

      


        Returns an Ithibati table name with the compiled prefix.



    


    
      
        table_prefix()

      


        Returns the compiled table-name prefix (default: ithibati).



    


    
      
        user_schema()

      


        Returns the configured account schema module.



    


    
      
        users_key_type()

      


        Returns the compiled account foreign-key type: :id or :binary_id (default).



    





      


      
        Functions


        


  
    
      
    
    
      account!(account)



        
          
        

    

  


  

Returns an account struct if it belongs to the configured account schema.
Raises ArgumentError for another struct or any non-struct value. This prevents an unrelated
schema's ID from being treated as an account ID. It does not query the database or verify that
the account row still exists.

  



  
    
      
    
    
      initial_claim_mode()



        
          
        

    

  


  

Returns :open or :operator_code for the first account claim.

  



  
    
      
    
    
      invitation_schema()



        
          
        

    

  


  

Returns the configured invitation schema module, or nil when none is configured.
Raises ArgumentError if the module lacks the Ithibati.Schema.Invitation integration or
its identifier field differs from the configured account schema's identifier.

  



  
    
      
    
    
      invitation_schema!()



        
          
        

    

  


  

Returns the configured invitation schema or raises ArgumentError when it is absent.
Performs the same schema and identifier checks as invitation_schema/0. Use the non-bang
variant when the absence of invitations is an expected configuration.

  



  
    
      
    
    
      repo()



        
          
        

    

  


  

Returns the configured Ecto repo module.
Raises ArgumentError when :repo is missing or the module does not export Ecto's adapter
marker. This check does not start the repo or establish database connectivity;
Ithibati.Doctor.examine/1 checks whether it responds.

  



  
    
      
    
    
      table(suffix)



        
          
        

    

  


  

Returns an Ithibati table name with the compiled prefix.
For example, table("keys") returns "ithibati_keys" under the default configuration.
This prefix is part of the table name, not a PostgreSQL schema name.

  



  
    
      
    
    
      table_prefix()



        
          
        

    

  


  

Returns the compiled table-name prefix (default: ithibati).

  



  
    
      
    
    
      user_schema()



        
          
        

    

  


  

Returns the configured account schema module.
Raises ArgumentError when :user_schema is missing or the module does not export the
integration generated by Ithibati.Schema.User. This validates the schema module, not its
underlying table.

  



  
    
      
    
    
      users_key_type()



        
          
        

    

  


  

Returns the compiled account foreign-key type: :id or :binary_id (default).

  


        

      


  

    
Ithibati.Doctor 
    



      
Checks configuration, database state and web integration without changing them.
examine/1 checks the configured repo, database adapter, schemas, tables, indexes, session
validity, ceremony routes and handler callbacks. Database and application processes must
be available for the corresponding checks to run.
The doctor reuses configuration validation and catalogue queries from the integration itself.
mix ithibati.doctor starts the consuming application and prints these findings.
See Setup checks for common failures and fixes.

      


      
        Summary


  
    Functions
  


    
      
        examine(app)

      


        Returns an ordered list of {subject, {status, detail}} findings for the application.



    


    
      
        key_type(repo, prefix, table)

      


        Checks whether a table's referenced account key matches Ithibati's foreign-key requirements.



    





      


      
        Functions


        


  
    
      
    
    
      examine(app)



        
          
        

    

  


  

Returns an ordered list of {subject, {status, detail}} findings for the application.
app is the consuming OTP application's name. It is used to discover web integration modules.
Other checks read the configured repo and schemas.
A status is :ok, :error or :skip. Checks whose prerequisites are unavailable are skipped;
for example, an unreachable repo prevents database-table checks.
This function neither starts the application nor changes its configuration or database.
The Mix task starts the application before calling it.

  



  
    
      
    
    
      key_type(repo, prefix, table)



        
          
        

    

  


  

Checks whether a table's referenced account key matches Ithibati's foreign-key requirements.
Returns {:ok, description} or {:error, description}. Checks the column type against
users_key_type and requires a unique index on that column alone. The repo's
:migration_foreign_key option chooses the column, defaulting to :id.
prefix is a PostgreSQL schema prefix or nil. Queries the supplied repo without modifying it.

  


        

      


  

    
Ithibati.Migration 
    



      
Creates or removes Ithibati's versioned database schema from an application migration.
defmodule MyApp.Repo.Migrations.AddIthibati do
  use Ecto.Migration

  def up, do: Ithibati.Migration.up(version: 2)
  def down, do: Ithibati.Migration.down(version: 2)
end
Use explicit up/0 and down/0, not change/0: catalogue checks flush queued DDL and
cannot be reversed automatically by Ecto.
Create the account table and identifier column first. If invitations are configured, their
table must also exist when up/1 validates the application tables.
Options
	:version — required target schema version supported by the installed release.
	:from — existing version, exclusive; defaults to 0. A later upgrade uses a new
application migration with the original version as :from.

Keep versions pinned in applied migrations. current_version/0 reports the newest version
this release supports. down/1 removes the changes covered by the matching range.
Version 3 adds the operator-code digest table used by protected first claims.
Table names and account foreign-key types come from the configured schemas. up/1 verifies
required columns, key types and unique indexes before creating its tables. The application
continues to own its account and invitation tables.
Getting started shows initial setup;
Configuration and schemas covers index ownership and upgrades.

      


      
        Summary


  
    Functions
  


    
      
        current_version()

      


        The newest schema version this release knows.



    


    
      
        down(opts)

      


        Removes what the matching up/1 built.



    


    
      
        invitation_columns(opts)

      


        Adds the required invitation columns inside an application's create table block.



    


    
      
        invitation_index(opts)

      


        Creates or verifies the invitation table's unique token_hash index.



    


    
      
        invitation_inviter_column(opts)

      


        Adds the inviter column to an invitation table that was created before version 4.



    


    
      
        up(opts)

      


        Builds Ithibati's tables. See the module documentation for options.



    





      


      
        Functions


        


  
    
      
    
    
      current_version()



        
          
        

    

  


  

The newest schema version this release knows.

  



  
    
      
    
    
      down(opts)



        
          
        

    

  


  

Removes what the matching up/1 built.

  



  
    
      
    
    
      invitation_columns(opts)



        
          
        

    

  


  

Adds the required invitation columns inside an application's create table block.
The configured invitation schema supplies the identifier field name. version: is required
and must name a supported schema version.
create table(:invitations) do
  Ithibati.Migration.invitation_columns(version: 1)

  add :role, :string
  timestamps(type: :utc_datetime_usec)
end
Declare field :role, Ecto.Enum, values: [:admin, :author] in the application's Ecto schema
when using that string column as an enum.
The helper adds:
	the identifier, :string by default, null: false
	:token_hash, :binary, null: false
	:expires_at, :utc_datetime_usec, null: false
	:accepted_at, :utc_datetime_usec, nullable for pending invitations

The schema's virtual :token is not stored. Add application-specific fields and timestamps
separately. :type overrides only the identifier's database type and is passed to
Ecto.Migration.add/3. For type: :citext, install the PostgreSQL extension first.
See the invitation guide for setup and type choices.
up/1 also validates existing invitation tables.
This function does not create the token index; use invitation_index/1 when adding invitations
after Ithibati's initial migration.

  



  
    
      
    
    
      invitation_index(opts)



        
          
        

    

  


  

Creates or verifies the invitation table's unique token_hash index.
Use this when adding invitations after Ithibati's initial migration has already run.
version: is required, and the configured invitation table must exist.
defmodule MyApp.Repo.Migrations.AddInvitations do
  use Ecto.Migration

  def change do
    create table(:invitations) do
      Ithibati.Migration.invitation_columns(version: 1)
      timestamps(type: :utc_datetime_usec)
    end

    Ithibati.Migration.invitation_index(version: 1)
  end
end
up/1 also maintains this index. Both paths create it only when absent and verify its
uniqueness. If the schema uses unique_index: false, the application must create the index;
this call checks it without creating it.

  



  
    
      
    
    
      invitation_inviter_column(opts)



        
          
        

    

  


  

Adds the inviter column to an invitation table that was created before version 4.
For an application that turned invitations on earlier. A table created with
invitation_columns(version: 4) already has it. The column type follows users_key_type,
which is why this exists rather than a line in the guide: an application that guessed
:binary_id against a :id account table would only find out at the first invitation.
defmodule MyApp.Repo.Migrations.AddInvitedBy do
  use Ecto.Migration

  def change do
    alter table(:invitations) do
      Ithibati.Migration.invitation_inviter_column(version: 4)
    end
  end
end
Nullable, and Ithibati writes no foreign key: rows written before the column existed have no
inviter, and whether one is enforced is the application's to decide about its own table.

  



  
    
      
    
    
      up(opts)



        
          
        

    

  


  

Builds Ithibati's tables. See the module documentation for options.

  


        

      


  

    
Ithibati.Credo.NoDirectTableAccess 
    



      
Basics
This check is disabled by default.
Learn how to enable it via .credo.exs.
This check has a base priority of high and works with any version of Elixir.
Explanation
Reach Ithibati's tables through Ithibati, rather than querying them directly.
This is not a matter of taste. A session row is only a sign-in for as long as its
validity allows, which Ithibati.Identity checks on every lookup, so a hand-written
query against the sessions table signs somebody in months after they stopped. A recovery
code is single-use, and the
code that spends it enforces that, not the row: a query that reads one directly can spend
it twice. The same applies to the keys table, where a credential is only valid for the
account it was enrolled against.
Read the tables through Ithibati.Identity instead. If something you need is not
reachable from there, report it rather than working around it, because the gap is in
Ithibati.
Matching on a struct Ithibati handed you, such as %Ithibati.UserKey{} = key, is not
this, and neither is an alias. Only using one as the thing being read is.
Check-Specific Parameters
There are no specific parameters for this check.
General Parameters
Like with all checks, general params can be applied.
Parameters can be configured via the .credo.exs config file.

      




  

    
Ithibati.Credo.NoInternalCalls 
    



      
Basics
This check is disabled by default.
Learn how to enable it via .credo.exs.
This check has a base priority of high and works with any version of Elixir.
Explanation
Some of Ithibati's functions are public only so that Ithibati can assemble its own flows
across modules. Elixir has no way to say that: defp does not reach across a module, and
nothing in the language hides a function from a caller. So Ithibati marks those functions
@doc false, or puts them in a module marked @moduledoc false, and this check reports
a call to one.
What is marked is not a matter of taste. It is what Ithibati will change without telling
you, because a release that is careful about its public surface is careless about the
rest.
If something you need is only reachable past that line, say so rather than reaching for
it. The gap is in Ithibati, and a function somebody depends on is one worth documenting.
The list is not kept here. The check reads it from the compiled modules, so it is
whatever the code says today and cannot drift from it.
Check-Specific Parameters
There are no specific parameters for this check.
General Parameters
Like with all checks, general params can be applied.
Parameters can be configured via the .credo.exs config file.

      




  

    
Ithibati.Credo.NoWaxConfiguration 
    



      
Basics
This check is disabled by default.
Learn how to enable it via .credo.exs.
This check has a base priority of high and works with any version of Elixir.
Explanation
config :wax_, rp_id: and origin: configure nothing that Ithibati does.
wax_ reads them as its own defaults, and Ithibati never lets them be reached. It passes
both on every call, so one application can serve a browser and a native client with
different answers. What you set here is not what a ceremony uses. This is also exactly
where somebody looks for the setting, which is why it is worth a warning rather than
silence.
Ithibati passes the relying party and the origin per call instead. The routes derive them
from your endpoint's configured :url, and Ithibati.Web.Handler.relying_party/2 is
where an application answers differently for a client whose origin is not that URL.
This check reads config/*.exs, which Credo does not include by default. Add config/
to files.included in your .credo.exs, or the check has nothing to look at.
Check-Specific Parameters
There are no specific parameters for this check.
General Parameters
Like with all checks, general params can be applied.
Parameters can be configured via the .credo.exs config file.

      




  

    
mix ithibati.doctor 
    



      
Starts the consuming application, prints setup findings and fails if any check reports an error.
mix ithibati.doctor
Run the task inside the application that configures Ithibati, not at an umbrella root. It needs
working configuration and a reachable database for the database checks.
The output labels findings ok, bad or skip. A run with no errors prints Nothing to fix..
See Setup checks for interpreting and correcting failures.
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